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1
Decision/action requested

This contribution proposes to add key issue on security of service exposure to a UE.
2
References

[1]
3GPP TR 33.893 "Study on security aspects of ranging based services and sidelink positioning".

[2]
3GPP TR 23.700-86 "Study on architecture enhancement to support Ranging based services and sidelink 
positioning".

3
Rationale

This contribution proposes to add a new key issue on security of service exposure to a third UE.
4
Detailed proposal

**** 1st CHANGE ****

5.X
Key issue #X: Security for exposing ranging and sidelink positioning service
5.X.1
Key issue details

As specified in TR 23.700-86[xx] key issue 6:The Ranging/Sidelink positioning service between two Ranging/Sidelink positioning capable UEs (UE1, UE2) may be exposed to a third UE to obtain the Ranging/Sidelink positioning information between the two UEs. TR 23.700-86[xx] key issue 7 discusses about enabling Ranging/Sidelink positioning service exposure to Application server.
The third UE may request Ranging/Sidelink positioning information immediately, periodically or at a later time.

The third UE can be any UE, which does not have to support Ranging/SL positioning. It may be in proximity or not in proximity of UE1/UE2. For the latter case, the third UE has to transmit the request for exposure of ranging/sidelink positioning information over 5G network.
5.X.2
Security threats
Failure to protect integrity and confidentiality of ranging and sidelink positioning information transmitted for exposing the service will open vulnerability to the service and allow various attacks resulting in information disclosure and modification of information.

5.X.3
Potential security requirements

3GPP system shall provide means to ensure security (i.e. integrity, confidentiality, and replay protection) of ranging and sidelink positioning service information while supporting exposure of ranging and sidelink positioning service information to authorized UEs and authorized Application Servers.
**** END OF CHANGES ****

