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1
Decision/action requested

This contribution proposes to add Key issue on Secondary authentication in the UE-to-Network relay scenario.
2
References

[1]
3GPP TS 33.503 "Security aspects of enhancement for proximity based services in the 5G System".

[2] 3GPP TR 23.752: "Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS)".
3
Rationale

SA#96 has decided to postpone the SA2 and SA3 work for Secondary Authentication for 5G ProSe Remote UE via 5G ProSe Layer-3 UE-to-Network relay without N3IWF to R18.
4
Detailed proposal

**** 1st CHANGE ****

X.Y
Key Issue #Y: Secondary Authentication in the UE-to-Network relay scenario
X.Y.1
Key issue details

When a UE establishes PDU Session, the SMF may perform secondary authentication and authorization based on e.g., the subscription data and local configuration.

When a 5G ProSe Remote UE is connected to the network via a 5G ProSe Layer-3 UE-to-Network relay without N3IWF, the 5G ProSe Layer-3 UE-to-Network Relay establishes separate PDU Session to transfer the Remote UE’s traffic.

This key issue is to study whether/how Secondary Authentication for the 5G ProSe Layer-3 UE-to-Network Relay’s PDU Session is to be applied for the relaying traffic. The 5G ProSe Remote UE and the 5G ProSe Layer-3 UE-to-Network Relay may belong to different PLMNs, and the 5G ProSe Layer-3 UE-to-Network Relay may be roaming.
X.Y.2
Security threats

Editor’s Note: Security threats are FFS.
- 
X.Y.3
Potential security requirements

Editor’s Note: Whether new security requirement is needed depends on the study result.
**** END OF CHANGES ****

�There is already (primary) authentication via CP or UP performed, is this still a threat? 





