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1
Decision/action requested

This contribution proposes solution for Key Issue #2.2 of TR 33.739
2
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3
Rationale

This contribution provides a solution to address the Key Issue #2.2 "Authentication mechanism selection between EEC and ECS/EES" of TR 33.739 [1]. 

The solution proposes that the selection of the authentication method between EEC and ECS/EES is under the control of the entities operating ECS/EES in order not to require them to support in their infrastructure several authentication methods. This implies that the UE shall support a list of authentication methods: at least TLS with AKMA as specified in TS 33.535 [2], TLS with GBA as specified in TS 33.222 [3], and TLS with certificates that is out of scope of 3GPP.

Pre-requisites 
· For authentication between EEC and ECS/EES, the Edge-capable UE shall support at least the following authentication methods: TLS with AKMA as specified in TS 33.535 [2], TLS with GBA as specified in TS 33.222 [3], and TLS with certificates that is out of scope of 3GPP.

· For authentication between EEC and ECS, the ECS shall support at least one authentication method for TLS handshake protocol. 
· For authentication between EEC and EES, the EES shall support at least one authentication method for TLS handshake protocol.
Authentication between EEC and ECS

The authentication between EEC and ECS shall be done during the execution of TLS handshake protocol with authentication method indicated in ECS authentication capability, which is configured in the EEC. 

At the end of the procedure for authentication and authorization between the EEC and the ECS, the ECS sends to the EEC the service response that includes EES authentication capability for authentication between the EEC and the EES. 
Autentication between EEC and EES
The authentication between EEC and EES shall be done during the execution of TLS handshake protocol with authentication method indicated in EES authentication capability, which was sent at the end of the authentication and authorization procedure between the EEC and the ECS. 

4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to 3GPP TR 33.739 [1].

*** START of 1st CHANGE ***

6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues

	Solutions
	Key Issues

	
	1
	X
	#2.2
	

	#1: <Key issue name>
	X
	
	
	

	#X: <Key issue name>
	
	
	
	

	#X: Authentication mechanisms selected by ECS/EES
	
	
	X
	


Editor’s Note: This clause provides the mapping of Solutions to Key Issues.

*** END of 1st CHANGE ***

------------------------------------------------------------------------------------------

*** START of 2nd CHANGE ***

6.Y
Solution #Y: Authentication mechanisms selected by ECS/EES
6.Y.1
Solution overview
This solution addresses the Key Issue #2.2. 
6.Y.2
Solution details

The selection of the authentication methods between EEC and ECS/EES is under the control of the entities operating ECS/EES.
6.Y.2.1
Authentication between EEC and ECS
The authentication between EEC and ECS is performs thanks to the execution of TLS handshake protocol with authentication method selected by the ECS. The authentication method selected by the ECS for TLS handshake is configured in the EEC or sent to the EEC.  
At the end of the procedure for authentication and authorization between the EEC and the ECS, the ECS sends to the EEC the service response that includes EES authentication capability for authentication between the EEC and the EES. The EES authentication capability for authentication indicates the authentication method selected by the EES for the TLS handshake. 
Editor's Note: How to consider security capabilities of UEs and PLMNs in the negotiation is FFS. 

6.Y.2.2
Authentication between EEC and EES
The authentication between EEC and EES is performed thanks to the execution of TLS handshake protocol with authentication method indicated in EES authentication capability, which was sent at the end of the authentication and authorization procedure between the EEC and the ECS. 
Editor's Note: How to consider security capabilities of UEs and PLMNs in the negotiation is FFS. 

 6.Y.3
Solution evaluation 

TBD.
*** END of 2nd CHANGE ***

------------------------------------------------------------------------------------------

*** START of 3rd CHANGE ***
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*** END of 3rd CHANGE ***

