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1
Decision/action requested

It is requested to approve the new KI on securing AIML operation.
2
References

[X]

S3-221188 "New SID on Security and Privacy of AI/ML-based services and applications in 5G"
[Y]

3GPP TR 23700-80 "Study on 5G System Support for AI/ML-based Services"
3
Rationale
This contribution introduces a new KI in the SID on Security and Privacy of AI/ML-based services and applications in 5G.
It is related to objective #3 in SID S3-221188 [1] which is defined as

3.   UE and 5G system to secure AI/ML based services and operations. 
4
Detailed proposal

**** START OF CHANGE ****
6.X
KI #X: Securing AIML operations
6.X.1
Key issue details
As a part of the AIML study, the following kinds of AIML operations are defined:

-
AI/ML operation splitting between AI/ML endpoints

-
AI/ML model/data distribution and sharing over 5G system

-
Distributed/Hierarchical/Federated Learning over 5G system

The UE and AF perform these AIML operations. Especially in the last 2 operations, AIML-related data is transferred between the root server AF and UEs. Some of these operations are AF initiated as well. For example (FL use case), AF selects the UEs and sends a request to the UEs for model transfer. The UE trains the model and provides interim training results to the group server and finally to the root server AF. The group server aggregates the interim results from a group/subset of the UEs and then sends the results to the root server AF that finally aggregates the parameters from different group servers and UEs and prepares the global model. However, it is not clear how the 5G system will secure these AIML operations between AF and UE.


Editor's Note: Whether hierarchical learning needs to be studied is FFS.
6.X.2
Security threats
If UE and AF data transmission is not protected, the interim training results sent to the AF may not be accurate and could lead the AF into developing a model that is not useful. A persistently incorrect training model will lead to inaccurate final AIML model and waste of 5G system and UE resources.
6.X.3
Potential requirements
The interface between UE and AF shall be confidentiality, integrity, and replay protected.
**** END OF CHANGE ****
