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1
Decision/action requested

It is requested to approve the new KI on authorization of UE accessing the 5G analytics.
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References

[1]

S3-221188 "New SID on Security and Privacy of AI/ML-based services and applications in 5G"
[2]

3GPP TR 23700-80 "Study on 5G System Support for AI/ML-based Services"
3
Rationale
This contribution introduces a new KI in the SID on Security and Privacy of AI/ML-based services and applications in 5G.
SA2 AIML TR 23700-80 [2] contains KI # 2, exposing analytics information to UE. There are 2 kinds of solutions presented in the TR:

Option 1: Analytics retrieval at the NAS level
· UE creates a PDU session, and the AMF/SMF provides the analytics from NWDAF to UE over the NAS.

Option 2: Analytics retrieval at AF level
· UE requests analytics from AF. Then AF requests the analytics from the NWDAF via NEF.

For both kinds of solutions, the actual consumer of the analytics is UE. However, it is not currently defined how to authorise the UE requesting the NWDAF analytics. The current authorization framework does not support authorization per UE level. i.e. which UE is allowed to get which analytics.
Secondly, there are already a few editorial notes in the TR where network data exposure to UE should be studied by SA3 is mentioned. Please refer to Section 6.2.2 for the details.

NOTE:
The security aspects of exposure of network data must be evaluated by SA WG3.

There is also an LS S3-221313 from SA2 on the similar topic. Copying the content for the reference
As part of the FS_AIMLsys study, “Key Issue #2: 5GC information exposure to UE” and solutions addressing this key issue are documented in TR 23.700-80. Corresponding solutions mapping can be found in clause 6.0 of the TR.

Some mobile operators in SA2 (see S2-2203768) have raised security concerns about exposing the network data directly to the UE for application AI/ML operations, i.e. allowing the UE to have direct access to the network data to support its local operation. Indeed, in certain application AI/ML operation, the UE’s local operation can be achieved by coordinating with the AF (e.g., when the AF can get network data from 5GC as per outcome of Key Issue #3: 5GC Information Exposure to authorized 3rd party for Application Layer AI / ML Operation), which guides the UE in its behavior. 
Therefore, SA2 wonders if SA1 could provide guidance on the issue of exposure to the UE to assist the local AI/ML operation?  

In addition, SA3 should identify if there is any concern in term of security breach that needs to be addressed and how it should be addressed. 
4
Detailed proposal

**** START OF CHANGE ****
6.X
KI #X: Authorization of UE(s) accessing the 5G analytics
6.X.1
Key issue details
Objective #2 in SID S3-221188 [1] is defined as

The authentication and authorization involving data collection and sharing among UE, AF  and the network to take part in application layer AI/ML operation, i.e., UE and network privacy protections to support application AI/ML services over 5G system.

Secondly, SA2 AIML TR 23700-80 [2] contains KI # 2 exposing analytics information to UE. There are 2 kinds of solutions presented in the TR:

Option 1: Analytics retrieval at the NAS level
· UE creates a PDU session, and the AMF/SMF provides the analytics from NWDAF to UE over the NAS.

Option 2: Analytics retrieval at AF level
· UE requests analytics from AF. Then AF requests the analytics from the NWDAF via NEF.

For both kinds of solutions, the actual consumer of the analytics is UE. However, it is not currently defined how to authorize the UE requesting the NWDAF analytics. The current authorization framework does not support authorization per UE level. i.e. which UE is allowed to get which analytics.

6.X.2
Security threats
Unauthorized UEs may access the 5G service (NWDAF analytics exposure). 

6.X.3
Potential requirements
5GC should be able to authorize the UE requests to consume the NWDAF analytics.
**** END OF CHANGE ****
