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1
Decision/action requested

It is requested to approve the new KI on the authorization of AIML operation.
2
References

[X]

S3-221188 "New SID on Security and Privacy of AI/ML-based services and applications in 5G"
[Y]

3GPP TR 23700-80 "Study on 5G System Support for AI/ML-based Services"
3
Rationale
This contribution introduces a new KI in the SID on Security and Privacy of AI/ML-based services and applications in 5G
Objective #2 in SID S3-221188 [1] is defined as

The authentication and authorization involving data collection and sharing among UE, AF and the network to take part in application layer AI/ML operation, i.e., UE and network privacy protections to support application AI/ML services over 5G system.

4
Detailed proposal

**** START OF CHANGE ****
6.X
KI #X: AIML operations authorization
6.X.1
Key issue details
As a part of the AIML study, models are transferred between AFs and UEs. If a UE is already running N number of models from M number of AFs (FL use case), then how will the new AFs be restricted from pushing models to the UE in cases where the UE has not authorised the AF ? 
Secondly, AFs will continuously train the models and push them to UEs for further re-training (FL use cases). There are chances that the UE resources will be misused by the AFs. For instance, if Model-X is supposed to consume certain resources at UE and specific types of data (e.g. images, sensor information, input keyboard, etc.) for ML model training, but instead the Model-X model is collecting additional resources and using additional training data from UE, which it is not authorised to.
A user owning the device (UE) may has its preferences and criteria on the type of UE resources to be consumed in the FL operations. However, without a proper authorization mechanism, how can UEs or network authorize the models coming from different AFs to consume the specific resources?

Therefore, solutions to this key issue need to address the following aspects:

-How can UE authorize the AF request for AIML operation?

-How will AF's request for AIML operation be authorized by the network?

-How will user consent/preference be used in AIML operation authorization?
Editor Notes: User consent/preference is to be coordinated with user consent studies, i.e. TR33.884 and TR33.896
6.X.2
Security threats
An unauthorized AF may be able to initiate FL operations with UE(s) and exploit UE resources and data it is not authorized to consume.
6.X.3
Potential requirements
TBA.
**** END OF CHANGE ****
