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1
Decision/action requested

It is requested to approve the updates to Solution #5 in TR 33.848
2
References

[1]
3GPP TR 33.848, v 0.12.0: “Study on Security Impacts of Virtualisation”
3
Rationale

This contribution addresses EN: “Run-time attestation is FFS” in Solution #5 of TR 33.848 [1]. Text was added to the solution details to explicitly state run-time attestation methods for NFVI and VNFs are not considered in this solution. However, the proposed PACF function queries attestation results and is agnostic to the type of attestation, thus it can work with boot-time or run-time attestation methods.
4
Detailed proposal

****Start of Change ****

6.6.3
Solution Details

This solution focuses on boot-time attestation, where a chain of trust is established during the boot process of the NFVI. The chain is extended to include attestation of the VNF when it is first instantiated on top of the NFVI. Run-time attestation methods for NFVI and VNFs are not considered in this solution.

Defining attestation for NFV environments is out of scope of 3GPP. However, attestation of NFVI and attestation of VNFs are discussed in this solution to layout the foundational building blocks and propose a set of requirements from the perspective of 3GPP functional domain.  It is also necessary to examine NFVI and VNF attestation to understand how attestation results can be used within 3GPP functional domain and how the 3GPP functional domain can influence configuration of attestation in the NFV domain. 
A new function called the Profile and Attestation Check Function (PACF) is proposed to enable access to the attestation results from the 3GPP functional level and distribute attestation policy to control how attestation is applied. The PACF may be standalone or co-located with OSS/BSS, NRF, or other network security functions. 
This solution proposes using proof of attestation results to decide whether to register a VNF. A modified NF Registration procedure is proposed that uses the PACF to obtain access to the attestation results.  
This solution is complementary to attestation services performed by the management layer.
****End of Change ****
