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1
Decision/action requested

Approval of a new Key Issue about controlling access of PIN elements to the 5G network is requested.
2
References

[1]
3GPP TR 23.700-88 Study on architecture enhancements for Perosnal IoT Network (PIN) Release 18
[2]
3GPP TR 33.882 V0.0.1 Study on personal IoT networks security aspects (Release 18)
3
Rationale

Currently 3GPP WG SA2 is executing a study about providing support for Personal IoT Networks (PIN) [1]. 
The study contains a Key Issue KI#5 called Authorization for PIN. Since this topic is also falling under the realm of SA3 corresponding Key Issues in the accompanying SA3 study [2] are needed.

KI#5 in [1] addresses questions related to controlling of access of PIN elements to 5G network, but also questions related to the authority of UEs to act as PECGs and PEMCs, respectively.
Since both aspects are not directly related to each other and since the SA2 did not finally clarify the need for and role of the PEMC, it is proposed to have several KIs in [2] and to start with a KI describing the need to control access of a PIN element to the 5G network.
4
Detailed proposal

It is proposed to add the changes described below to the study on Security for Personal IoT Networks [2]

****Start of 1st Change ****
3
Definitions of terms, symbols and abbreviations

3.1
Terms

For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:
<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
PEGC
PIN Element with Gateway Capabilities
PEMC
PIN Element with Gateway Capabilities
PIN
Personal IoT Network

PINE
PIN Element

<ABBREVIATION>
<Expansion>

****End of 1st Change ****
****Start of 2nd Change ****
5.X
Controlling accessof PIN elements to 5G network
5.X.1
Key issue details
A key aspect of the planned support of 5G system for PIN is the ability of a UE (referred to as PEGC) to act as a gateway between the PIN network and data networks connected to the 5G core. That is, PIN elements (PINEs), which are not acting as 5G UEs, can use the PECG to connect to 5G data networks. 
In this KI mechanisms shall be studied, which allows to control the access of PINEs to the 5G network. Solutions may include a mechanism to authenticate a PINE as well as a mechanism for authorization.
The analysis should cover following aspects:

· Whether the PINE without 3GPP capability needs to be known by the 5GC and how to identify the device
· In order to provide different policy to different PINE, user needs to know the identifier of the PINE and make sure the identifier is not misused by maliciouse PINE.

· Since the PINE may have operator managed credential (e.g., watch with USIM that connect to a gateway), or non-operator managed credential, different credential types for authentication need to be consdered.
· A UE acting as a PECG might be part of several PIN networks

· A PIN network might consist of several PEGCs.

· Operational aspects, e.g., the entity assigning identities to PINEs and executing authorization decisions might be different from the operator of the 5G network
· Authentication of PINE by PEMC.

· Using UDM to authenticate PINE via PEGC.

· Leveraging external DN-AAA server to authenticate PINE.

5.X.2
Threats

A PINE might get access to a data network, which it is not supposed to get. The potential threat depends on additional security mechanisms (e.g. on application level), but the first line of defence is lost already, if network access is not controlled.
Independent from direct security attacks an unauthorized PINE consumes resources of the 5G network, which are not available for other purposes, and which potentially need to be paid for by another party.
5.X.3
Potential security requirements 

A mechanism shall be available, which allows controlling of access to the 5G network via PEGC on a per PIN and on a per PINE basis.
The mechanism shall be scalable with respect to number of PIN networks and number of PEGCs per PIN network.
The 5GC should be able to authenticate the PINE.
5
Key issues

5.X
Key issue #X: <Title>
5.X.1
Key issue details 

5.X.2
Threats

5.X.3
Potential security requirements 

****End of 2nd Change ****
