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1
Decision/action requested

This document proposes to add key issue on Direct C2 Security in TR 33.891
2
References

3
Rationale

This contribution proposes a new key issue for Direct C2 Security. 
4
Detailed proposal
**** START OF CHANGE ****

 5.X
Key issue #X: Direct C2 Security
5.X.1
Key issue details

TS 23.256 [xx] describes how the UAV pairing with a UAV-C is authorized by a USS over a PDU Session for C2 communications performed over Uu.
TS 33.256 [yy] describes how the 3GPP system shall provide means for the USS/UTM to transport security information to the UE to secure C2 communications. 

However, aspects for direct C2 communication over PC5 are currently not covered in the above. 

In TR 23.700-58 [zz], key issue #1 focuses on the transport of C2 communications over PC5 in the 3GPP system, while considering the following aspects: 

"- how is the C2 communication over PC5 between a UAV and UAV controller established;

-
how is the UAV authorized for setting up direct C2 communication over PC5 with a UAV controller, both for in-coverage and out of coverage scenarios, and how is the authorization revoked;

-
whether the UAV needs to discover the UAV controller, or vice versa and if so, how?"

5.X.2
Security threats
The lack of C2 communication security over PC5 between UAV and UAV-C may let the attackers to eavesdrop and control the UAV operations thereby leading to UAV hijack and misoperations. 

5.X.3
Potential security requirement

The 3GPP system shall provide means for UAV and UAV-C to establish secure PC5 link used for C2 communication .
