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1
Decision/action requested

It is requested to accept the edits to clause 6.6.4 in TR 33.848.
2
References

[1]
3GPP TR 33.876: "Study on Automated Certificate Management in SBA".

3
Rationale

The process by which to incorporate remote attestation into the functionalities for provisioning certificates and OAuth tokens should be decided by the studies focused on these topics instead of within the TR 33.848.

The submitters of this TDoc believe that linking remote attestation to the provisioning of certificates and OAuth tokens is a sound idea as it follows the security principles of defense in depth and zero trust. The decision to use remote attestation and how it is incorporated should be decided within the studies creating the processes for certificate and Oauth token provisioning. For example, FS_ACM_SBA is studying which certificate life cycle events are needed (e.g., enrolment, renewal, revocation) and defining the procedure for each life cycle event chosen. [1], clause 1 This is the ideal study to determine how to link attestation to each life cycle event if necessary.       
4
Detailed proposal

****Start of Change ****
6.6.4
Evaluation 


Editor’s Note: In cases where the NF does not need to register to NRF, the NRF cannot perform verification of the attestation results as proposed in the solution. Evaluation of this case is FFS.

Editor’s Note: NF profile signing is FFS.


****End of Change****
