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1
Decision/action requested

This document proposes to add key issue: U2U Relay Trust Model. SA3 is kindly requested to approve this doc.
2
References

[1]
3GPP TR 33.847
[2]
3GPP TS 33.501
3
Rationale

This contribution proposes a new key issue for U2U Relay trust model. 
4
Detailed proposal

**** START OF CHANGE ****

5.X
Key issue #X: UE-to-UE relay trust model
5.X.1
Key issue details

When the UEs are out of network coverage, the UE-to-UE relay provides PC5 relay service to the remote UEs that wish to communicate directly but are not able to establish PC5 connectivity between themselves, for example, due to being out of range of each other or due to poor quality of the PC5 link. 
In addition to the U2U relay providing PC5 connectivity to the remote UEs, the U2U relay also provides some functionalities similar to that of a RAN node, such as routing, RRC, QoS management, etc.  Since 3GPP RAN nodes are considered as an exposed node that are placed in location without or with little physical security protection, additional security requirements are put on the RAN nodes (c.f. TS 33.501, clause 5.3.8). 
There are cases to be made for the U2U relay to be trusted or untrusted. On one hand, if we follow the RAN trust model, the RAN is trusted in that RRC and PDCP terminate at the RAN. Both RRC and PDCP are essential for the secure operation of the entire 5G system. On the other hand, the RAN being an exposed node are subject to additional security requirement.  

In R17, SA3 made decision that the relay node is a trusted node. However, the R17 decision may need to be revisited for the present release. Additionally, the R17 decision was limited only to the UE-to-Network node that has network connectivity. This key issue is to study the trust model of the UE-to-UE relay in 5G Proximity Service.
5.X.2
Security threats
If a U2U relay is untrusted, the relay may act as a MiTM attacker to intercept, modify or deny the communication between two remote UEs and seriously jeopardize the operation of relay service. In this case, being authorized does not make the relay trusted. A U2U relay can be both a legitimate relay as well as an attacker at the same time.
Even if the U2U relay is trusted, (privacy) information related to the communication between two remote UEs may be exposed to the relay that can subject the relay to a single point of attack for the attackers. Such potential attacks, if successful, can lead to the remote UEs being easily identified, tracked, or traced. 
5.X.3
Potential security requirements


For the present document, the UE-to-UE relay is assumed to be a trusted entity. No further requirements are needed. 

