3GPP TSG-SA3 Meeting #107Adhoc-e 
draft r2 S3-22xxxx
e-meeting, 27th June – 1st July 2022                                                      Revision of S3-221351
Source:
Nokia, Nokia Shanghai Bell
Title:
Update in KI1 for encryption keys
Document for:
Approval

Agenda Item:
5.6
1
Decision/action requested

It is requested to approve the update in  KI1.
2
References

[X] 
3GPP TR 33.737 " Study on Authentication and Key Management for Applications (AKMA) phase 2". 

3
Rationale
KI1 is not clearly defined in the TR 33.737[X], therefore, it is proposed to update the KI1 with the following details.
4
Detailed proposal

**** START OF CHANGE ****
5.1
Key Issue #1: Support for AKMA roaming scenario  

5.1.1
Issue details


There are different scenarios for AKMA roaming: 

AKMA roaming scenarios depend on UE and AF locations. Therefore, there are different scenarios for AKMA roaming that need to be addressed: 

Case 1: UE in VPLMN and accessing the AF located in HPLMN.

Case 2: UE is in VPLMN and accessing the AF located in VPLMN.



The LI requirements are only for the encryption, and the Ua* protocol is encrypted via the encryption keys derived from KAF (Example TLS profile defined in 33.535) or Kaf itself is used for the encryption. The derivation of encryption keys from KAF may or may not be specified by 3GPP. So, for LI purposes the KAF or derived keys may be needed to be available to the VPLMN.. If we break it down into the individual issues, then:

· How does AF know the LI requirements of VPLMN  ?
· How does AF provide the encryption keys to VPLMN where UE is attached? 
· How does AF get the KAF from HPLMN?
It is also possible that, based on the UE's roaming information, AF will disable encryption and only provide integrity protection.
5.1.2
Security Threats
TBA

5.1.3
Potential security requirements

5GC should facilitate to provide encryption keys to VPLMN.

**** END OF CHANGE ****
