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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

 [1]
3GPP TR 33.839 Study on Security Aspects of Enhancement of Support for Edge Computing in 5GC
3
Rationale

Security threat for key issue 1 in TR 33.839 [1] is: Edge Data Network’s topology may be exposed

Security threat for key issue 2 in TR 33.839 [1] is: Edge Enabling Server configuration information and topology structure within Edge Data Network may be exposed. 

As this information is static, it is very likely that the configuration information and topology will eventually be exposed even if this information is only transmitted to authenticated EECs. Thus the overhead of client authentication (especially, if roaming clients need to be authenticated) may not be commensurate with the benefit.

Therefore it is proposed to conclude that for EDGE-1 and EDGE-4 interfaces, TLS with certificate based server authentication is pursued in the normative work.

4
Detailed proposal

7.1
Conclusions for Key Issue #1
It is proposed to use certificate based TLS server authentication for EES.  
Editor’s note: further options and client authentication are FFS
7.2
Conclusions for Key Issue #2
 It is proposed to use certificate based TLS server authentication for ECS.
Editor’s note: further options and client authentication are FFS
