3GPP TSG-SA3 Meeting #104e-ad-hoc 
S3-213554
e-meeting, 27 – 30 September 2021
Source:
Philips International B.V.
Title:
Improved LTE security mechanism for 5G ProSe restricted discovery to ensure source authentication in out of coverage use cases
Document for:
Approval
Agenda Item:
5.2
1
Decision/action requested

Acceptance of additional evaluation in Solution #4 and acceptance of solution for KI#1 complementing Solution #4 enabling source authentication in restricted discovery in out of coverage use cases.
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3
Rationale
Key Issue #1in TR 33.847 requires protecting the discovery message and requires security properties such as integrity protection, replay protection or source authenticity (restricted discovery). These are challenging requirements, in particular, if we consider that the discovery message is limited in size and devices might be out of coverage.
The most efficient approach to provide integrity protection consists in using an integrity key (DUIK) to compute a message integrity code (MIC) on the broadcasted message together with the current time. This MIC can be verified by the receiving parties. Such a solution is described in TS 33.303 and Solution #4. The problem is that if the DUIK is shared by multiple UEs (e.g., an announcing UE and multiple monitoring UEs in Model A), malicious UEs might misbehave and e.g., generate fake discovery messages. 
In another related alternative, the system might use match reports as described in Solution #4 in which the DUIK might not be shared with the monitoring UEs (model A) so that the monitoring UEs forward the received MICs to the CN for verification. However, this alternative does not support out of coverage use cases and increases the communication overhead.
This proposal proposes a solution that builds on the scheme described in TS 33.303/Solution #4 with extensions based on the TESLA protocol [x] to provide enhanced resilience against replay attacks and guarantee source authenticity without requiring the interaction with the CN during operation enabling out of coverage use cases.
This proposal completes the evaluation of Solution #4.
4
Detailed proposal

***
BEGIN OF 1st CHANGE
***

6.4.3
Evaluation

This solution supports integrity protection, confidentiality protection and replay protection of the discovery message.

As defined in TS 23.303[5], the User Identity, IMSI, is sent in the discovery request message. The proposed solution lacks details on how to protect the discovery request message, especially how to protect IMSI. There could be several solutions that can address IMSI protection (e.g., activation of the ciphering protection for the PC3 interface). Therefore, this solution needs to combine other solutions to make sure that IMSI is not sent in cleartext.

This solution can ensure source authentication of the discovery messages when match reports are used. Devices that are out of coverage cannot use match reports, and therefore, source authentication is not supported in those applications that involve out of coverage UEs, without risking impersonation attacks due to sharing of the DUIK.
Editor’s Note: Further Evaluation is FFS

***
END OF 1st CHANGE
***

***
BEGIN OF 2st CHANGE
***

6.X
Solution #X: Improved LTE security mechanism for 5G ProSe restricted discovery to ensure source authentication in out of coverage use cases
6.X.1
Introduction

This solution focuses on Key Issue #1(Discovery message protection). This solution proposes to reuse the discovery security mechanism specified in TS 33.303[w] for 5G ProSe restricted discovery, as Solution #4 does, but enhanced to:

· Ensure source authenticity in out of coverage use cases,

· Remove the need of the core network having to verify the integrity of the announcing messages, and 

· Improve the resilience against message modification and replay attacks,

The proposed enhancements are motivated by the fact that in TS 33.303/Solution #4 the integrity protection of the discovery messages over the PC5 interface requires a Discovery User Integrity Key (DUIK). This key is used to compute a Message Integrity Code (MIC). For instance, in model A, the MIC can be verified:

(1) at the receiving UE, e.g., the monitoring UE in Model A restricted discovery, if the UE has been supplied with the DUIK, or 

(2) at the HPLMN of M-UE DDNMF (Step 13, Figure 6.4.2.1-1) if this NF has been provided with the DUIK and match reports are used. 

In the first case, if the DUIK is supplied to a monitoring UE, the monitoring UE can verify the MIC itself. However, if multiple monitoring UEs receive the same DUIK, it is not feasible to guarantee integrity protection, replay protection and most importantly, source authenticity as required in KI#1, since any of those UEs might be malicious. If the ProSe Function has to check the MIC, the solution as described in TS 33.303/Solution#4 does not work when the remote UE is out of coverage.
6.X.2
Solution details

6.X.2.1
Basic idea
This solution complements the usage of the integrity key, the DUIK, with a Discovery User Integrity Hash Chain (DUIHC) for source authentication similar to TESLA [x]. The choice of using a solution based on hash chains for source authentication and not on digital signatures is motivated by: (1) bandwidth overhead, (2) CPU overhead, (3) interoperability with the existing LTE solution.
In the following, 

· H1(input) = TRUNCb(Hash(Identifier | 1 | input)). 
· Hj(input) denotes TRUNCb(Hash(Identifier | j | Hj-1(input))) 

Where,
· “|” denotes concatenation, 
· Hash(input) refers to the computation of hash function on a given input,
· “Identifiers” include fixed provisioned parameters related to the announcing message, e.g., the relay service code of the announcing UE. Identifiers also include a cryptographic salt. 
· TRUNCb(A) is a function that returns b bits of input A, e.g., the b least significant bits of A.
Including “j” and “Identifiers” in the computation of Hj(input) makes the solution more resilient against pre-computation attacks.

The usage of TRUNCb(A) aims at being able to reduce the communication overhead.

With this, a DUIHC is obtained from a randomly generated seed S as:

   S ( H1(S) ( H2(S) ( H3(S)( …( HN-2(S) ( HN-1(S) ( HN(S)

Here, the arrow “(” indicates the direction when generating the hash chain links H1(S), H2(S),…  of the hash chain. The last element, HN(S), is the anchor of this DUIHC. For instance, H1(S) = TRUNCb(Hash(Identifier | 1 | input = S)), H2(S) = TRUNCb(Hash(Identifier | 1 | input = H1(S))),...
An announcing UE is given the seed S of its DUIHC. All monitoring UEs are given the anchor of the DUIHC of the announcing UE. All the UEs, announcing and monitoring, are also given:

·  a reference time t0: the time when the announcing UE is supposed to start using the hash chain link, and

· a timeslot duration tDelta: how long a link is valid.
· N: the number of links of the DUIHC.

The number of slots and the timeslot duration determine how long the DUIHC remains valid and how long a UE can perform discovery (supporting source authentication) while being out of coverage. For instance, a hash chain with N=3600 and tDelta=1 second is valid for 1 hour so that UEs configured with it can perform discovery (supporting source authentication) while in out of coverage and without requiring access to the core network
When an announcing UE wants to send an announcing message m at UTC time t, the announcing UE first computes the current timeslot j as (t – t0)/tDelta implying that the announcing UE has to use DUIHC link HN-j(S). Note that this requires that N-j > 0.  

The announcing UE uses HN-j(S) together with the DUIK to compute the final key (DHCUIK) used in the creation of the MIC of the message m. 

This key is denoted as Discovery Hash Chain User Integrity Key (DHCUIK) and is computed as:

DHCUIK = KDF(DUIK | HN-j(S))

The reason for including the DUIK in the derivation of the DUIKHCL is to: (1) provide interoperability with the existing TS 33.303 solution and (2) show that this solution is as secure as the existing one since the existing DUIK is used in the generation of the key that will be used in the MIC computation. 

The MIC of message m is denoted MICm and is computed as:









MICm = MIC(m, DHCUIK)

When the announcing UE broadcasts message m towards the monitoring UEs, the announcing UE includes the previous DUIHC link, namely HN-j+1(S) and MICm:
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(1)  
When a monitoring UE receives the above announcing message at time t, the monitoring UE first computes the timeslot j by taking as input the reference time t0 and the timeslot duration tDelta. Then, the monitoring device caches the received message till the next time slot j+1 to receive HN-j(S) in the following announcing message. With HN-j(S), the monitoring UE can check:

a)  the validity of the MIC received in the previous message, and thus, the integrity of the message itself. This is done by recomputing DHCUIK and checking that the received MICm matches the computed MIC.
b) the freshness and source authenticity of the message by checking that the received value of HN-j(S)) is correct. To this end, the monitoring UE uses as input the received anchor. 
6.X.2.2
Message flows for restricted discovery model A
Referring to Section 6.4.2.1 and Figure 6.4.2.1-1 (Solution #4 restricted discovery model A), the following changes are required to support use cases that require discovery of out of coverage UEs while ensuring source authenticatication.

· Step 4: in addition to the received parameters, the announcing UE also needs to be provided in a secure way with the seed S of the DUIHC, reference time, number of links in the DUIHC, and timeslot duration.

· Step 10: in addition to the received parameters, the monitoring UE also needs to be provided in a secure way with the anchor of the DUIHC, reference time, number of links in the DUIHC, and timeslot duration. 

· Step 11 (Announce code): is modified to use links in the DUIHC when computing the broadcasted MIC as described in Section 6.4.2.1. The broadcasted message is as in (1) above.

· Step 12 (Receive code): is modified to use the received anchor of the DUIHC to verify the source authenticity of the received message m. The received broadcast message is as in (1) above.
· Steps 13 – 16 are not required to ensure source authenticity independently whether the monitoring UE is in coverage or out of coverage. 
Additionally:
· If a monitoring UE detects a discovery message with a wrong MIC or DUIHC link, the monitoring UE can inform the HPLMN or M-UE DDNMF about the event. 

· If an announcing UE is revoked, then the HPLMN oor M-U DDNMF should inform the monitoring UEs that had expressed interest in being able to discover that announcing UE. 

· The DUIHC anchor that a monitoring UE receives in Step 10 corresponds to the latest link or a recently disclosed link of the announcing UE DUIHC. 

6.X.2.3
Applicability to restricted discovery mode B
The approach described in Sections 6.X.2.1 and 6.X.2.2 can be applied to restricted discovery Mode B with minor modifications as follows: the discoveree UE in Section 6.4.2.2 should own a DUIHC (including the seed) so that it can generate a MIC in a similar way as described above. The discoverer UE in Section 6.4.2.2 should be configured in a secure way with the anchor of the DUIHC so that it can verify the integrity and source authenticity of the Response Code messages without requiring match reports.
6.X.3
Evaluation

When devices are time synchronized, this solution supports:

· provides source authentication,

· integrity protection of the discovery message,

in a one-to-many communication setting even if the devices are out of coverage.
The devices can perform time-limited out of coverage discovery. This is determined by the number of hash chain anchors they have been provisioned with (while in coverage), the starting time t0 and duration N*tDelta associated to each of those hash chain anchors. 
Scalability-wise, each sending UE, e.g., an announcing UE, that has to prove its source authenticity needs to own a DUIHC. Each potential receiving UE, e.g., a monitoring UE, that has to be able to verify the source authenticity of an announcing UE has to be configured with the corresponding DUIHC anchor.
Computation-wise, each monitoring UE requires an average of N/2 hash operations to verify an incoming discovery message from a sending UE.
EN: computational overhead at the monitoring UE is FFS. 
Replay attacks breaking the source authenticity requirement are not feasible under the assumption that the receiving UEs and the sending UE are time synchronized. Solution #4 already relies on the UTC time to generate a counter that is then used for freshness verification. Thus, the integration of a hash-chain based approach as described in this solution that requires loose time synchronization does not introduce new time synchronization requirements. 
This solution requires caching the received message to verify its integrity, freshness and source authentication.

***
END OF 2nd CHANGE
***
