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Decision/action requested

Approve the pCR below
2

Rationale

This contribution proposes text of clause 6.1 of the 5G ProSe draft TS.
3
Detailed proposal
*** BEGIN CHANGES ***
2
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*** NEXT CHANGE ***
6.1
Security for 5G ProSe Direct Discovery
Editor’s Notes: This clause contains the description of the security for 5G open ProSe direct discovery and restricted ProSe direct discovery.
6.1.1
General

5G ProSe Direct Discovery procedures are described in TS 23.304 [i1].
Security requirements of 5G ProSe Direct Discovery are summarised in clause 6.1.2. Security procedures of 5G ProSe Direct Discovery are described in clause 6.1.3.

6.1.2
Security requirements
The system shall support integrity protection and replay protection of discovery messages in open discovery.
The system shall support confidentiality protection, integrity protection and replay protection of discovery messages in restricted discovery.
The system shall support a method to verify source authenticity of discovery messages.
NOTE:
Some requirements, e.g., source authenticity, cannot be fulfilled in out of coverage use cases.





6.1.3
Security procedures

6.1.3.1
Interface between the UE and 5G DDNMF
In order to protect the messages between the UE and 5G DDNMF over PC3a, the UE shall support the procedures for the UE given in clause 5.x and the 5G DDNMF shall support the procedures for the network function given in clause 5.x.
Editor's note:
Security of PC3a reference point will be described in a subclause of clause 5. "5.x" will be filled in when the corresponding content exists.
6.1.3.2
Interfaces between network elements

In order to protect the interfaces between network elements in 5GC, the procedures described in clause 5.y shall be used.
In order to protect the interfaces between the network elements in 5GC and the ProSe Application Servers, the procedures described in clause 5.z shall be used.
Editor's note:
Security of the interfaces between network elements in 5GC will be described in a subclause of clause 5. "5.y" will be filled in when the corresponding content exists.
Editor's note:
Security of the interfaces between the network elements in 5GC and the ProSe Application Servers will be described in a subclause of clause 5. "5.z" will be filled in when the corresponding content exists.
6.1.3.3
Open discovery security procedures
The message procedures apply when both the UEs are roaming or when one or both are in their HPLMN.
The open discovery messages are protected via a Message Integrity Check (MIC) that enables the 5G DDNMF to verify that the announcing UE is indeed authorized to announce a ProSe Application Code at that time instance.
The open discovery security procedures are specified in the clause 6.1.3.3.1 of TS 33.303 [i2], with the following modifications:
-
the 5G DDNMF takes the role of "ProSe Function" in the procedure;

6.1.3.4
Restricted discovery security procedures
The message procedures apply when both the UEs are roaming or when one or both are in their HPLMN.
Similar to open discovery messages, restricted discovery messages are protected by MIC. Restricted discovery messages are also protected by confidentiality to avoid being discovered or tracked by unauthorized parties. 
The model A restricted discovery security procedures are specified in the clause 6.1.3.4.2.1 of TS 33.303 [i2], with the following modifications:
-
the 5G DDNMF takes the role of "ProSe Function" in the procedure.
The model B restricted discovery security procedures are specified in the clause 6.1.3.4.2.2 of TS 33.303 [i2], with the following modifications and remarks:
-
the 5G DDNMF takes the role of "ProSe Function" in the procedure.
NOTE:
In Step 14 in the clause 6.1.3.4.2.2 of TS 33.303 [i2], the security keys in the Code-Sending Security Parameters of discover UE and the security keys in the Code-Sending Security Parameters of discoveree UE need to be generated independently and randomly. This ensures that the impersonation of the discoveree UE is not feasible when the discoverer UEs make use of match reports.
*** END OF CHANGES ***

