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1
Decision/action requested

This contribution proposes to add conclusion to KI #2 in TR 33.862
2
References

[1]
3GPP TR 33.862 v0.6.0 Study on security aspects of the Message Service for MIoT over the 5G System
3
Rationale

In TR 33.862 v0.6.0, there are 4 solutions solving the issue of authentication and authorization between the MSGin5G Client and the MSGin5G Server.

Solution #1 uses SEAL server as an access token issuer and validator. SEAL Client authenticates with SEAL server as a result of which it receives access token using OpenID Connect protocol as specified in TS 33.434. However, this solution requires the 5G MSG UE must have SEAL Client, while not all 5GMSG UEs are expected to have SEAL client, if the 5GMSGUE is a constrained one. Besides, this solution works only if OpenID Connect protocol is supported by the system.
Solution#2 uses secondary authentication based solution, which requires the MSGin5G Server supporting EAP-based authentication method. And a key problem of secondary authentication is the provisioning of the credential used for secondary authentication has not yet been specified.

Solution#4 uses AKMA procedure to achieve authentication and authorization between the MSGin5G Client and the MSGin5G Server. This solution requires the 5G MSG UE and MSGin5G Server support AKMA procedures.

Solution#5 uses TLS-PSK based authentication solution, this solution requires AMF to derive KMSG, which is an additional requirement to AMF. In addition, this solution also relys on SEAL client which may not be supported by all MSGin5G UEs.
By comparing the above solutions, it is recommended to use solution #4 as the basis to do the normative work, as solution#4 does not rely on SEAL client which not all 5GMSG UEs are expected to support. 
4
Detailed proposal

***
START OF  CHANGE
***

7.X
Conclusions on Key Issue #2
It’s concluded to use solution#4 (AKMA-based solution) to solve the issue of authentication and authorization between the MSGin5G Client and the MSGin5G Server in the normative work.
NOTE: How the MSG Server identifies and authorizes the UE will be done in the normative work.

***
END OF CHANGE
***


