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1
Decision/action requested

Kindly Request this contribution on TR 33.847 can be accepted by the group
2
References

N/A
3
Rationale
This contribution aims to update the conclusion of Key issue #12.
4
Detailed proposal

**** 1st change****

7.12
Key Issue #12: Security of one-to-one communication over PC5
For Key Issue #12, the followings are taken as conclusions:
-
It is concluded that the security mechanism defined in TS 33.536 [8] is taken as the baseline for normative work with the following additional change:
-
It is concluded for the PC5 signalling security, that the security mechanism in Solution #7 is taken as the basis for normative work.
NOTE: Under what scenario the PC5 requires unprotected signalling shall be defined during normative phase.
Editor’s Note: Privacy protection of UE IDs is FFS.
Further enhancements can be discussed and added during normative phase.
-
The security mechanism in Solution #23 is taken as basis for normative work to provide means for secure refresh of UE security context: during the direct discovery with 5G DDNMF for direct communication, the UE gets the keys for PC5 connection and the associated key validity time.

NOTE: Further details for secure refresh of UE security context will be finished during the normative phase.

**** End of changes****

