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1
Decision/action requested

Kindly Request this contribution can be accepted by the group
2
References

NA
3
Rationale

Add a new solution to address the requirement of KI#17.
4
Detailed proposal

**** 1st change****

6.Y
Solution #Y: Security policy provisioning for PC5 connection

6.Y.1
Introduction

This solution address KI#17.
This solution proposes to provision UP security policy for a prose enabled UE. The role of a prose enabled UE can be classified as a UE that is capable of relay or remote mode or a UE that is not capable of relay or remote mode. This solution proposes to provision different UP security policies according to the role of the UE.
6.Y.2
Solution details
6.Y.2.1 UP security policy provisioning
6.Y.2.1.1 Definitions:

Common UP security policy means a UP security policy configured or provisioned at the UE. It will be used when there is no UP security policy provided for a ProSe Application Code or Relay Service Code.  The common UP security policy must be pre-configured at the UE or be provisioned by the PCF or 5G DDNMF.
Specific UP security policy is binding to a ProSe Application Code/ProSe Restricted Code or a Relay service Code. It is sent to the 5G Prose enabled UE during provisioning procedure
6.Y.2.1.2 UP security policy distribution.
The basic principles of service authorization and provisioning for 5G ProSe Direct Discovery, 5G ProSe Direct Communication, and 5G ProSe UE-to-Network Relay service are as follows:

-
The PCF in the HPLMN may configure a common UP security policy for both 5G Prose Direct Communication and 5G Prose UE-to-Network Relay service.
-
The PCF in the HPLMN may configure a specific UP security policy corresponding to a ProSe Application Code/ProSe Restricted Code for 5G ProSe Direct Communication.

-
The PCF in the HPLMN may configure a specific UP security policy corresponding to a Relay service Code for the 5G Prose UE-to-Network Relay service.
6.Y.2.2 The use of UP security policy

A 5G Prose enabled UE may have provisioning UP security policy when the UE is about to establish a PC5 connection with antoher UE.


-  If the UE is assigned only provisioning UP security policy, then the UE takes the provisioning UP security policy into use for PC5 connection establishment.

-  If the UE is assigned both specific UP security policy and the common UP security policy, the specific UP security policy will be used when the corresponding ProSe Application Code/ProSe Restricted Code or a Relay service Code is matached, otherwise, the common UP security policy will be used.
6.Y.3
Evaluation
This solution addresses the requirement of KI#17.

This solution introduces common UP security policy and specific UP security policy which aligns with the idea of UP security policy configured at the SMF and the UP security policy sent from the UDM. The common UP security policy is to gurantee the UE has a UP security policy for PC5 connection to use, and the specific UP security policy is used for a specific 5G Prose service with a specific security requirement.
A Prose enabled UE can also get the non-provisioning UP security policy to use different UP security policy from time to time and from service to service.

This solution gives enough flexibility of UP security policy to cover all kinds of scenarios of 5G Prose service.
Editor’s Note: Further evaluation is FFS.
**** End of change****

