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1
Decision/action requested

This contribution completes the description of solution #29. 
2
References

[1]
3GPP TR 33.839 v0.7.0


3
Rationale

This contribution completes the description of solution #29. 
This solution also addresses security requirements for Key Issue #1 and Key Issue #2 since the solution provides mutual authentication over EDGE-1 and over EDGE-4 interfaces. 

4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to 3GPP TR 33.881 [1].

*** START of 1st CHANGE ***

6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues

	Solutions
	Key Issues

	
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10

	Solution #1: DNS request protection
	
	
	
	
	
	
	
	
	x
	

	Solution #2: Authentication between EEC and ECS based on primary authentication
	
	x
	
	
	
	
	
	
	
	

	Solution #3: Authentication/Authorization framework for Edge Enabler Client and Servers
	x
	x
	
	
	
	
	
	
	
	

	Solution #4: Authentication/Authorization framework for Edge Enabler Client and Servers
	x
	x
	
	x
	
	x
	
	
	
	

	Solution #5: Authentication and Authorization between the Edge Enabler Client and the Edge Enabler Server
	x
	
	
	
	
	
	
	
	
	

	Solution #6: Authentication and Authorization between the Edge Enabler Client and the Edge Enabler Server
	x
	
	
	
	
	
	
	
	
	

	Solution #7: Authentication and Authorization with the Edge Data Network
	x
	x
	
	
	
	x
	
	
	
	

	Solution #8: Authentication between EEC and EES
	x
	
	
	
	
	
	
	
	
	

	Solution #9: Authentication and authorization between EEC and ECS based on AKMA
	
	x
	
	
	
	
	
	
	
	

	Solution #10: Authentication and Authorization between the Edge Enabler Client and the Edge Configuration Server
	
	x
	
	
	
	
	
	
	
	

	Solution #11: Authentication between EEC and ECS
	
	x
	
	
	
	
	
	
	
	

	Solution #12: Onboarding and authentication/authorization framework for Edge Enabler Server and Edge Configuration Server
	
	
	x
	
	
	
	
	
	
	

	Solution #13: Transport security for EDGE-1-9 interfaces
	
	
	
	
	
	x
	
	
	
	

	Solution #14: Protection of Network Information Provisioning to Local AF directly
	
	
	
	
	
	
	x
	
	
	

	Solution #15: Network capability re-exposure via Edge Enabler Server
	
	
	
	
	
	
	
	x
	
	

	Solution #16: EEC authentication and authorization framework with ECS and EES
	x
	x
	
	
	
	
	
	
	
	

	Solution #17: EEC/EES/ECS authentication and transport protection with TLS and HTTP Digest with AKMA PSK

	x
	x
	x
	
	
	x
	
	
	
	

	Solution #18: Authentication and Authorization Framework for EDGE-4 interfaces using Primary authentication and proxy interface
	
	x
	
	
	
	
	
	
	
	

	Solution #19: Authentication/authorization between UE and Edge Data Network based on the secondary authentication
	
	
	
	x
	
	
	
	
	
	

	Solution #20: Authentication and authorization in EES capability exposure based on CAPIF
	
	
	
	
	
	
	
	x
	
	

	Solution #21: security for the interface between the SMF and LDNSR
	
	
	
	
	
	
	
	
	x
	

	Solution #22: EC: New solution on authorization during Edge Data Network change
	
	
	
	
	
	
	
	
	
	x

	Solution #23: Authentication and Authorization between EEC and ECS/EES
	x
	x
	
	
	
	
	
	
	
	

	Solution #24: Using TLS with AKMA to protect edge interfaces
	
	
	
	
	
	x
	
	
	
	

	Solution #25: Practical authorization during Edge Data Network change
	
	
	
	
	
	
	
	
	
	x

	Solution #26: GBA-based solution for EEC authentication and authorization framework with ECS and EES
	x
	x
	
	
	
	
	
	
	
	

	Solution #27: Using TLS with Edge Security Service to protect edge interfaces
	x
	x
	
	
	
	x
	
	
	
	

	Solution #28: Authentication between EEC and ECS based on AKMA
	
	x
	
	
	
	
	
	
	
	

	Solutin #29: Using TLS with GBA to protect edge interfaces
	X
	X
	
	
	
	x
	
	
	
	

	#X: <Solution name>
	X
	
	
	
	
	
	
	
	
	


Editor’s Note: This clause provides the mapping of Solutions to Key Issues.
*** END of 1st CHANGE ***

------------------------------------------------------------------------------------------

*** START of 2nd CHANGE ***

6.29.1
Solution overview

This solution addresses the EDGE-1 and EDGE-4 parts of key issue #6. It also addresses security requirement for mutual authenticaton of Key Issue #1 and Key Issue #2. 
*** END of 2nd CHANGE ***

------------------------------------------------------------------------------------------

*** START of 3rd CHANGE ***

6.29.3
Solution evaluation 


This solution addresses the security requirement for mutual authentication between EEC and EES in Key Issue #1, the security requirements for mutual authentication between EEC and ECS in Key Issue #2, and the security requirements of Key Issue #6. 

The solution requires that EEC, ECS and EES support GBA and TLS. 

The GBA keys to establish TLS tunnel could be either Ks_(ext/int)_NAF keys, or keys derived from Ks_(ext/int)_NAF. 
Editor’s note: it is FFS whether GBA guideline may need to be revisited due to application technology evolution in the UE.
Editor’s note: evaluation on the application authentication in the UE is FFS.
*** END of 3rd CHANGE ***

