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1
Decision/action requested

Agree the changes in this pCR.
2
References

None
3
Rationale

Contribution adds details for Key Issue 25.
4
Detailed proposal

---------------------- Start of Changes -------------------------
5.26
Key Issue 25: Container Security

5.26.1
Key issue detail

First generation NFV implementations were based on Virtual Machine (VM) architectures. While VM architectures contain a number of points of weakness including Hypervisor breakout (see key issue#21), VMs provide relatively strong memory isolation and containment of virtual NF components running in those VMs.
Current generation NFV implementations are migrating to use a Container based implementation architecture as either full replacement to VMs, or through groups of containers running with VMs.

In comparison to VM only deployments, containers have much faster instantiation times but also much shorter life times. For example, containers may be created in real time on the fly for a specific service event and then released leaving the resources free for re-use for other purposes.

From a security and isolation perspective, the VM Hypervisor is replaced by a Container Engine which manages the life-cycle of a container within a given group of containers (e.g. pod or cluster). However, the Container Engine does not provide equivalent VM security memory isolation or breakout protection. The container application usually runs on “bare metal” with no OS equivalent to the OS used in VM based implementations. 
Container acceleration capabilities such as container caching also present security challenges as otherwise encrypted VM equivalent image artefacts may be available in unencrypted form in the cache to allow for fast container re-instantiation. This is similar to risks associated with key issue 5, although the impact is more localised.
The fast cycle times of containers also make traditional security monitoring and policy enforcement more challenging as network security enforcement decision engines cannot so easily make real-time access permission decisions as is possible for longer lifetime VMs.
Techniques using both containers and VMs provide some mitigation (e.g. running all containers for a specific VNF with a large VM, or using VMs for VNF security sensitive components such as TLS end points). However, using this approach restricts the flexibility of containers and introduces additional complexity / cost.



5.26.2
Security threats

Without appropriate restrictions on container placement, bare metal containers introduce security risks which cannot be mitigated using the same inherent security mechanism provided by VMs. Appropriate restrictions may include;

· User handling containers relative to network management containers within a VNF.
· Separation of containers belonging to different NFs on different physical servers.

· Special handling of containers implementing interfaces between different trust domains (intra-VNF and inter-VNF).

Without appropriate restrictions on the use of container caching, sensitive data or sensitive VNF components may be exposed through the common container caches.
5.26.3
Potential security requirements

Solutions to key issue 25 should aim to reduce or mitigate the security risk of containers to an equivalent level to that of VMs.
Security policy which restricts the placement and co-existence of containers belonging to different trust domains should be defined and implemented by CSPs. Solutions to enable this requirement potentially required both inside (e.g. trust domain policy and separation requirements) and outside 3GPP (e.g. mechanism within NFV layer used to enforce 3GPP policy requirements).

Security policy which restricts which sub-functions within an NF if implemented using containers may be cached within the general unencrypted container cache, or define security protection mechanisms for sensitive containers at rest within the cache, should be defined and implemented by CSPs. Solutions to enable this requirement potentially required both inside and outside 3GPP.
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