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1
Decision/action requested

It is requested to approve this contribution to include new Rel-17 key issue on unprotected BAP control PDU in TR 33.824.
2
References

[1] 3GPP TR 33.824: “Study on Security for NR Integrated Access and Backhaul; (Release 17)”
3
Rationale

This contribution proposes to update the KI#2.3 on Protection of recovery from backhaul-RLF. The IPsec security can be established between the IAB node and IAB donar. Whereas the BAP communication is always with the neighbouring nodes and with the existing procedures, the BAP communication cannot be secured. Therefore, there is a need to protect the BAP communication between parent nodes and child nodes to have a secured recovery from RLF. 
4
Detailed proposal

*****Start of Change*****
2
References

[xx] 3GPP TR 33.340: “Backhaul Adaptation Protocol (BAP) specification; (Release 17)”
*****Next Change*****
5.2.x
Key Issue #x.y: Unprotected BAP Control PDU exchange 

5.2.x.1
Key issue details

TS 38.340[xx], details the function supported by the BAP sublayer. Specifically, the flow control feedback and polling signalling and BH RLF indication are exchanged without protection between the BAP sublayers of IAB-nodes or between the IAB-node and IAB-donor.

Clause 5.2.3,
Key Issue #2.3: Protection of recovery from backhaul-RLF, illustrates the backhaul-RLF recovery scenario.
5.2.x.2
Security threats

If the fake BAP Control PDU is transmitted by a fake node to the parent IAB-node or to the IAB-donor, then acting on the received fake BAP Control PDU could lead to QoE degradation (degradation of the system throughput) of the UE served by the victim IAB-node and may lead to unnecessary link release and re-establishment. 
5.2.x.3
Potential security requirements


TBD

*****End of Change*****
