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1
Decision/action requested

This contribution proposes to add a new solution for non-delegated subscribe-notification key issue.
2
References

 [1] TR 33.875 v020 Study on enhanced security aspects of the 5G Service Based Architecture (SBA)
3
Rationale

This contribution would like to add a new solution on key issue #1 : authentication of NRF and NF Service Producer in indirect commmunication.
When a NF Service Consumer requests a service, it may specify an NF instance ID of NF Service producer. Ant it will expect a response from the same NF instance which is specified in the service request. 

In the other hand, according to table 6.3.1.0-1 TS23.501, after receiving a service request form a NF Service Consumer, SCP may reselect a different NF instance of expected NF Service Producer within the same NF set. 

Therefore, in order to solve key issue #1, it is required to append the certificate of NF Service Producer in the service response and NF Service Consumer should expect the service response may come from an NF instance which is different from the requested NF Service Producer but is belonging to the same NF set.
4
Detailed proposal

It is suggested to approve the following changes.

***** Start of First Change*****
6.X
Solution #X: Verfication of Service Response from a NF Service Producer at the expected NF Set
6.X.1
Introduction

This solution addresses key issue #1.
In order to verify the message from NF Service Producer in indirect communication, it is proposed to append CCA of NFp. And NF Servcie Consumer may accept the certificate if it is verified well and NF Service Producer instances belongs to the expected NF Producer instance(s).

6.X.2 Solution details

When a NF Service Consumer discover a NF Servcie Producer for a service, NRF provides information of target NF set and candidate target NF instance IDs belonging to the target NF set.
Editor’s Note: The NF set information in the discovery response from NRF to NF consumer needs to be end to end integrity protected, by e.g. TLS or solution to Key Issue #5, so that the SCP cannot modify the NF set information in the discovery response.
Among the candidates NF instances list, the NF Service Consumer may select an NF instance for a Service Request. And the NF Service Consumer keep the list of candidate NF instances and NF set for verification of expected Service Response.
After acquiring an access token from the NRF, a NF Service Consumer may send a Service Request to the SCP.  The service request includes the access token and CCA of the NF Service Consumer.
The service request includes the 3gpp-Sbi-Routing-Binding header and/or 3gpp-Sbi-Discovery header in order to specify target NF Service Producer and/or target NF Set, so that the SCP is instructed to perform the NFp reselection within the scope of NF Set.
An SCP forward a Service Request to the NF Service Producer. If needed, the SCP may reselect another NF Service Producer belonging to the same NF set.
Editor’s Note: It is FFS how the solution may work with delegated discovery.
After receiving a Service Request, the NF Service Producer may verify the Service Request and may respond with a Service Response with CCA of the NF Service Producer. CCA of NF Service Producer includes NF instance ID of NF Service Producer and NF instance ID of NF Service Consumer.

When receiving a Service Response, the NF Service Consumer may verify whether the NF instances ID of NF Service Producer which sends the Service Response is in the list of candidate NF instances for the Service Request.
6.X.3 Evaluation

TBD
*****End of Second Change*****
