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1
Decision/action requested

SA3 is kindly asked to approve the proposed solution addreing key issue #2 in the current version of TR 33.857.
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Rationale

Key issue #2 in TR 33.857 [1] addresses the security aspect for provisioning of credentials. According to the conclusion on remote provisioning for SNPN credentials in TR 23.700-07 [2], the UE may support Control Plane remote provisioning or User Plane remote provisioning. As SNPN credentials are highly sensitive information, security protection needs to be in place for control plane provisioning or user plane provisioning.
This pCR proposes a solution addressing one of the requirements in Key Issue #2, which reuses the mechanism of UP security policy configuration and UP security activation defined in TS 33.501 [3].
4
Detailed proposal

*************** Start of the 1st Change ****************

5.2
Key Issue #2: Provisioning of Credentials

5.2.1
Key issue details

This Key Issue aims at addressing security implications introduced in solutions related to Key Issue #4 in TR 23.700-07 [3]. 

The objective of Key Issue #4 in TR 23.700-07 [3] is twofold, UE onboarding and then remote provisioning of non USIM credentials for SNPN and PNI-NPN. This Key Issue aims at studying the corresponding security implications related to the provisioning. For PNI-NPNs, only credentials for secondary and slice-specific authentication need to be considered. 

The UE can perform the onboarding procedure with an onboarding network, and then the UE may be remotely provisioned with the credentials by a Provisioning Server (PS). Trust relationship between the PS and the credential owners (e.g., if they are different, does the credentials need to be protected from PS owner?) should be considered.
Designing completely new protocols is not in scope of this key issue.

According to the conclusion on remote provisioning for SNPN credentials in TR 23.700-07 [3], the UE may support Control Plane remote provisioning or User Plane remote provisioning. As SNPN credentials are highly sensitive information, security protection needs to be in place for either control plane provisioning or user plane provisioning.
5.2.2
Security threats

An unauthorized UE may be able to access PS for maliciously requiring remote provisioning service.

An unauthorized PS may be able to provide wrong remote provisioning service to the UE.
Unprotected provisioning of credentials may cause the SNPN credentials to be obtained or manipulated.

5.2.3
Potential security requirements

The UE and the PS should be authorized for remote provisioning.

Editor’s note: The entity granting the authorization is FFS.

Credentials shall be confidentiality protected, integrity protected, and replay protected during remote provisioning.
Editor’s note: It is FFS whether the protection in the above requirement requires to specify a solution in normative phase or whether it is left to implementation. However, it is possible to study solutions for this key issue in this TR.

Editor's Note: Whether the solution covers all type of devices (e.g. MEs with limited resources not able to run certain types of security protocols) is ffs.

Editor’s note: The end points for the protection in the above requirement are FFS.
Editor's Note: User intent to authorize the provisioning is ffs. 

Editor's Note: Further requirements is ffs.
*************** Start of the 2nd Change ****************

6.Y
Solution #Y: Security Mechansim for User Plane Provisioning of Credentials
6.Y.1
Introduction

This solution address key issue #4 (Provisioning of Credentials), which requires that credentials shall be confidentiality protected, integrity protected, and replay protected during remote provisioning. Given that credentials can be remotely provisioned via control plane or user plane, security protection is needed for control plane provisioning or user plane provisioning. This solution is proposed for securing user plane provisioning by reusing the mechanisms of UP security policy configuration and UP security activation defined in TS 33.501 [1].
6.Y.2
Solution details

When credetntial provisioning via the user plane is used, the SMF in the Onboarding Network (ON
) is assumed to be provisioned with a subscription profile applicable to the onboarding PDU session, which is established just for providing connectivity to the PS for credential provisioning. 
The SMF in the ON shall set “Required” for both UP confidentiality and UP integrity protection in the UP security policy for the onboarding PDU session. 
The SMF in the ON shall provide UP security policy to the ng-eNB/gNB during the session establishment procedure.
The ng-eNB/gNB in the ON shall activate UP confidentiality and UP integrity protection according to the received UP security policy, and shall not overrule the UP security policy from the SMF.
If the ng-eNB/gNB in the ON cannot activate UP confidentiality and UP integrity protection, it shall reject the establishment of UP resources for the onboarding PDU session and indicate reject cause to the SMF in the ON.
The ng-eNB/gNB in the ON shall send the RRC Connection Reconfiguration message to the UE with UP security activation status indicating the activation of UP integrity protection and ciphering.
The ng-eNB/gNB in the ON shall generate KUPint and KUPenc to start UP integrity protection and UP ciphering.
After receiving and successfully verifying the RRC Connection Reconfiguration message, the UE shall generate KUPint and KUPenc to start UP integrity protection and UP ciphering.
6.Y.3
System impact

UE:
-
no impact

NG-RAN:
-
no impact

5G Core:
-
The SMF shall be able to set UP security policy as “Required” for the onboarding PDU session dedicated to credential provisioning.

6.Y.4
Evaluation
This solution meets one of the requirements of KI#2, which requires confidentiality protection, integrity protection, and anti-replay protection of credentials during remote provisioning in user plane.
This solution assumes that mutual authentication between UE and the ON is performed. Otherwise, UP protection based on the keys derived from the authentication cannot be ensured.
*************** End of the Changes ****************
