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1
Decision/action requested

Addition of solution using Edge Security Service to protect edge interfaces
2
References

[1]
3GPP TR 33.839 v0.5.0


[2]
GSMA IoT SAFE:  https://www.gsma.com/iot/iot-safe
[x] 
GSMA IoT.04: "Common Implementation Guide to Using the SIM as "Root of Trust" to Secure IoT Applications"
3
Rationale

This contribution proposes to rely on framework defined by GSMA to protect communications between UE and servers with the establishment of TLS sessions leveraging the presence of the USIM, confer GSMA IoT SAFE [2] and clause 3 of IoT.04 [x].

Thi solution addresses Key Issue #1, Key Issue #2, and the EDGE-1, EDGE-4 parts of Key Issue #6.
To protect EDGE-1 and EDGE-4, the "Edge Security Service" plays the role of the "IoT Security Service" described in clause 3 of IoT.04 [x], the "Edge Server Middleware" plays the role of "IoT Server Middleware", the "SIM with Edge Security Applet" plays the role of "SIM with IoT Security Applet", and the "Edge Device Middleware" plays the role of "IoT Device Middleware".  
4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to 3GPP TR 33.839 [1].

*** START of 1st CHANGE ***

6.Z
Solution #Z: Using TLS with Edge Security Service to protect edge interfaces
6.Z.1
Solution overview
This solution addresses Key Issue #1, Key Issue #2, and the EDGE-1, EDGE-4 parts of Key Issue #6.
This solution relies on framework defined by GSMA to protect communications between UE and servers with the establishment of TLS sessions leveraging the presence of the USIM, confer clause 3 of GSMA IoT.04 [x]. 
To protect EDGE-1 and EDGE-4, the Edge Security Service plays the role of the IoT Security Service described in clause 3 of GSMA IoT.04 [x], the Edge Server Middleware plays the role of IoT Server Middleware, the SIM with Edge Security Applet plays the role of SIM with IoT Security Applet, and the Edge Device Middleware plays the role of IoT Device Middleware.  
6.Z.2
Solution details
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Figure 6.Z.2-1: Using TLS with Edge Security Service to protect edge interfaces
Pre-requisites: 
· UE contains AC, EEC, and SIM with Edge Security Applet. 

· ECS contains Edge Server Middleware.
· EES contains Edge Server Middleware.

· SIM with Edge Security Applet and Edge Server Middleware are defined in clause 3 of GSMA IoT.04 [x].
· API between EEC and SIM with Edge Security Applet is defined in clause 3 of GSMA IoT.04 [x].
· API between Edge Security Service and Edge Server Middleware is defined in clause 3 of GSMA IoT.04 [x].
· EES profile contains EES certificate. 
Procedure:

Step 1: The EEC sends Initial Provisioning request to the ECS in order to trigger client certificate provisioning. The requested client certificate is to be used to perform mutual authentication between the EEC and the ECS. 
Step 2: The ECS sends to the Edge Security Service ECS certificate and Security Profile corresponding to the ECS. The Security Profile associated to the SIM contains all necessary data to establish TLS tunnel between the ECS and EEC thanks to the SIM with Edge Security Applet. 
Step 3: The Edge Security Service checks whether ECS-related data have already been downloaded to SIM with Edge Security Applet, checks the client certificate validity, and determines whether ECS-related data have to be downloaded to the SIM with Edge Security Applet. 
Step 4: The Edge Security Service sends response to the ECS indicating whether ECS-related data have to be downloaded to the SIM 
Step 5: If the Edge Security Service response in step 4 indicates that no ECS-related data have to be donwloaded to the SIM, then the ECS continues the procedure with step 9. Otherwise, the ECS continues the procedure with step 6.
Step 6: The ECS requests to the 3GPP core via Edge 8 to trigger the SIM with Edge Security Applet.
Step 7: The SIM with Edge Security Applet sends “Open channel” command.
Step 8: The Edge Security Service downloads to the SIM with Edge Security Applet client certificate enabling to establish TLS tunnel between EEC and the ECS, and optionally ECS certificate or root certificate. 
Step 9: Establishment of TLS tunnel between the EEC and the ECS thanks to the SIM with Edge Security. There is mutual authentication between EEC and ECS. 
Step 10: The EEC sends Service Provisioning Request to the ECS. 
Step 11: The ECS sends Service Provisioning Response. Among the response data there are list of EEEs and Access Token. 
Step 12: The EEC sends to the ECS a Client Certificate Provisioning request for selected EES. The requested client certificate is to be used to perform mutual authentication between the EEC and the selected EES. 

Step 13: The ECS sends to the Edge Security Service a Security Profile corresponding to the EES, and EES certificate. The Security Profile associated to the SIM contains all necessary data to establish TLS tunnel between the EES and EEC thanks to the SIM with Edge Security Applet. 

Step 14: The Edge Security Service checks whether EES-related data have already been donwloaded to the SIM with Edge Security Applet, checks the client certificate validity, determines whether EES-related data have to be downloaded to the SIM with Edge Security Applet. 
Step 15: the Edge Security Service sends response indicating whether EES-related data have to be downloaded to the SIM 

Step16: If the Edge Security Service response in step 15 indicates that no EES-related data have to be donwloaded to the SIM, then the ECS continues the procedure with step 19. Otherwise, the ECS continues the procedure with step 17.

Step 17: The ECS request to the 3GPP core via Edge 8 to trigger the SIM with Edge Security Applet.

Step 18: The SIM with Edge Security Applet sends “Open channel” command.
Step 19: The Edge Security Service downloads to the SIM with Edge Security Applet client certificate enabling to establish TLS tunnel between EEC and the EES, and optionally EES certificate or root certificate. 

Step 20: Establishment of TLS tunnel between the EEC and EES thanks to the SIM with Edge Security. There is mutual authentication between EEC and EES. 

Step 21: The EEC sends EEC Registration request to the EES. The request contains Access Token.
Step 22: Validation of Access Token by the ECS.
Step 23: The EES sends response to the EEC Registration Request. 
6.Z.3
Solution evaluation 

TBD
The solution introduces an additional server (Edge Security Service) compared to architecture defined by SA6. The Edge Security Service is connected to the ECS. 
*** END of 1st CHANGE ***

*** START of 2nd CHANGE ***
6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues

	Solutions
	Key Issues

	
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10

	Solution #1: DNS request protection
	
	
	
	
	
	
	
	
	x
	

	Solution #2: Authentication between EEC and ECS based on primary authentication
	
	x
	
	
	
	
	
	
	
	

	Solution #3: Authentication/Authorization framework for Edge Enabler Client and Servers
	x
	x
	
	
	
	
	
	
	
	

	Solution #4: Authentication/Authorization framework for Edge Enabler Client and Servers
	x
	x
	
	x
	
	x
	
	
	
	

	Solution #5: Authentication and Authorization between the Edge Enabler Client and the Edge Enabler Server
	x
	
	
	
	
	
	
	
	
	

	Solution #6: Authentication and Authorization between the Edge Enabler Client and the Edge Enabler Server
	x
	
	
	
	
	
	
	
	
	

	Solution #7: Authentication and Authorization with the Edge Data Network
	x
	x
	
	
	
	x
	
	
	
	

	Solution #8: Authentication between EEC and EES
	x
	
	
	
	
	
	
	
	
	

	Solution #9: Authentication and authorization between EEC and ECS based on AKMA
	
	x
	
	
	
	
	
	
	
	

	Solution #10: Authentication and Authorization between the Edge Enabler Client and the Edge Configuration Server
	
	x
	
	
	
	
	
	
	
	

	Solution #11: Authentication between EEC and ECS
	
	x
	
	
	
	
	
	
	
	

	Solution #12: Onboarding and authentication/authorization framework for Edge Enabler Server and Edge Configuration Server
	
	
	x
	
	
	
	
	
	
	

	Solution #13: Transport security for EDGE-1-9 interfaces
	
	
	
	
	
	x
	
	
	
	

	Solution #14: Protection of Network Information Provisioning to Local AF directly
	
	
	
	
	
	
	x
	
	
	

	Solution #15: Network capability re-exposure via Edge Enabler Server
	
	
	
	
	
	
	
	x
	
	

	Solution #16: EEC authentication and authorization framework with ECS and EES
	x
	x
	
	
	
	
	
	
	
	

	Solution #17: EEC/EES/ECS authentication and transport protection with TLS and HTTP Digest with AKMA PSK

	x
	x
	x
	
	
	x
	
	
	
	

	Solution #18: Authentication and Authorization Framework for EDGE-4 interfaces using Primary authentication and proxy interface
	
	x
	
	
	
	
	
	
	
	

	Solution #19: Authentication/authorization between UE and Edge Data Network based on the secondary authentication
	
	
	
	x
	
	
	
	
	
	

	Solution #20: Authentication and authorization in EES capability exposure based on CAPIF
	
	
	
	
	
	
	
	x
	
	

	Solution #21: security for the interface between the SMF and LDNSR
	
	
	
	
	
	
	
	
	x
	

	Solution #22: EC: New solution on authorization during Edge Data Network change
	
	
	
	
	
	
	
	
	
	x

	Solution #23: Authentication and Authorization between EEC and ECS/EES
	x
	x
	
	
	
	
	
	
	
	

	Solution #24: Using TLS with AKMA to protect edge interfaces
	
	
	
	
	
	x
	
	
	
	

	Solution #25: Practical authorization during Edge Data Network change
	
	
	
	
	
	
	
	
	
	x

	Solution #Z: Using TLS with Edge Security Service to protect edge interfaces
	X
	X
	
	
	
	X
	
	
	
	

	#X: <Solution name>
	X
	
	
	
	
	
	
	
	
	


Editor’s Note: This clause provides the mapping of Solutions to Key Issues.
*** END of 2nd CHANGE ***

*** START of 3rd CHANGE ***
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