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1
Decision/action requested

Solution on authorization of multiple consumers within a NF set.
2
References

[1]
3GPP TS 33.875
3
Rationale

The usefulness of having reusage of the same access token within a NF set is shown by this solution. 
4
Detailed proposal

*********** START OF CHANGES
6.X
Solution #X: Access token request for NF Set
Editor’s Note: It is ffs whether using the same access token for different OAuth 2.0 clients follows the OAuth 2.0 RFC and best practices.
6.X.1
Introduction
This solution addresses KI#Y.

SBA introduces the concepts of NF Set and NF Service Set. 5G SBA architecture design allows for the concept of stateless NFs. To avoid that a NF from a NF Set needs to request a new access token, when targeting a service of an existing resource requested before by another NF of the NF Set, it is proposed that any NF in a NF Set can request an access token for the NF Set. Thus, any NF Service Consumer targetting a service of an existing resource it can use the access token provided to a NF Set of NF Service Consumers. 

6.X.2
Solution details

The NF Service Consumer belonging to a NF Set includes its NF Set ID in the Access Token Request message to NRF. 

When the Access Token Request is processed by the NRF and a NF Set ID is included, the NRF knows that the NF Service Consumer requests an access token to be usuable by all NF Service Consumer instances within the NF Set. If NRF authorization of the NF Service Consumer is successful, NRF includes as claim the NF Set ID of the expected NF Service Consumer instances to allow the access token generated for usage by all NF Service Consumers in the NF Set. NRF sends the access token back to the requester.
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Figure 1 – Access Token Request procedure (TS 33.501 Figure 13.4.1.1.1-1) enhanced with NF Set ID in the Access Token Request message

When a service is requested, the requester (NF Service Consumer or SCP) includes the NF Set ID of the NF Service Consumer in the Service API Request, in addition to the access token obtained from the NRF.
The NF Service Producer checks whether the Consumer NF Set Id in the Service Request matches with the NF Set ID claim in the Access token. If yes, it proceeds with serving the request, otherwise it rejects the request. 

6.X.3
Evaluation

TBD
*********** END OF CHANGES
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