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Decision/action requested
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3
Rationale

The following changes are done to the introduction part of Solution #1:

· Title update: Verification of the entity sending the service response in indirect communication without delegated discovery
· Introduction text is updated 
· The following EN 

Editor's Note: It is ffs in which deployment scenarios the solution is applicable and whether re-selection of the producer could be a desired property.

is addressed by the following text:

The deployment scenario addressed is indirect communication (via SCP) without delegated discovery.

Regarding reselection, this is a feature of current specification, thus need to be considered in any solution. Note, currently there is no means to prevent a malicious SCP or Man in the Middle to forward the service request to a different NF Service Producer.

4
Detailed proposal

******** START OF CHANGES
6.1
Solution #1: Verification of the entity sending the service response in indirect communication without delegated discovery 
******** NEXT CHANGE
6.1.1
Introduction

This solution is addressing KI#1.
This solution allows the NF Service Consumer (NFc) to verify the genuineness of the NF Service Producer (NFp), which is sending the response, when an SCP is used in between and the discovery of NFp has not been delegated to the SCP (see 3GPP TS 33.501 [X] Annex R, model C). I.e. The deployment scenario addressed is indirect communication (via SCP) without delegated discovery.
The solution counters a malicious SCP or a Man in the Middle (MitM) that could forward the service request to a malicious or unauthorized NF Service Producer, i.e. a NFp that was not intended to provide a response. Especially where multiple SCPs are involved, and the NF Service Consumer does not know whether the right entity or some malicious entity is responding its request, this situation can occur. 

Currently there is no means to prevent a malicious SCP or Man in the Middle to forward the service request to a different NF Service Producer.


Editor’s Note: Applicable deployment scenarios to be clarified.
The example shows a Service request with a token for service consumption from NFp that has been redirected by a malicious MitM to a different NF Service Producer, which can be a rogue NF cooperating with the MitM.
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Figure 6.1.1-A: Example of a potential attacking scenario

Editor's Note: It is ffs in which deployment scenarios the solution is applicable and whether re-selection of the producer could be a desired property (see 23.502, clause 4.17.11 and TS 23.501 Table 6.3.1.0-1).

This solution avoids that a service response is returned back to the NF Service Consumer by an unauthenticated and/or unauthorized MitM.

******** END OF CHANGES
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