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1
Decision/action requested

Approve the pCR below
2

Rationale

Add conclusions to Key Issue #12.
3
Detailed proposal
*** BEGIN CHANGES ***
7.Y
Conclusions for Key Issue #12
For Key Issue #12, the following is taken as conclusions:

-
If the principle for the eV2X PC5 unicast link establishment in TS 33.536 [8] is reused (i.e. both signalling and user plane have on-demand security negotiation), it is concluded that the key-hashed using KNRP is used to protect the initiating UE’s security policies and security capabilities within the Direct Security Mode Command message. This aims to prevent the bidding-down attack caused by unprotected PC5 signalling link.
-
It is concluded that the security mechanism in Solution #7 is taken as the basis for normative work if signalling has mandatory security protection and user plane uses on-demand security negotiation. This solution satisfies the security requirements of Key Issue #12
-
It is concluded that the security mechanism in Solution #23 is taken as the basis for normative work for implementations that support Direct Discovery.
*** END OF CHANGES ***

