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3GPP™ Work Item Description

Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: 
Security Aspects of Enhancements of Support for Edge Computing in 5GC
Acronym: eEDGE_SEC
Unique identifier: 
xxxxxxx
Potential target Release: Rel-17. 

Note that this field above indicates the proposed Release at the time of submission of the WID to TSG approval. It can later be changed without a need to revise the WID. The updated target Release is indicated in the Work Plan.
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2
Classification of the Work Item and linked work items
2.1
Primary classification
	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	800039
	Study on management aspects of edge computing
	Study of the management aspect of edge computing.

	830008
	Study on Application Architecture for enabling Edge Applications (FS_EDGEAPP)
	Study of the application layer architecture and corresponding mechanisms to enable Edge Computing deployment.

	760039
	Study on 5G enhanced Mobile Broadband Media Distribution (FS_5GMedia_Distribution)
	Study of the 5G enhanced Mobile Broadband Media Distribution, which can be considered as one of edge computing use cases.

	830032
	Study on enhancement of support for Edge Computing in 5GC (FS_enh_EC)
	Rel-17 Stage 2 study on enhancement of support for Edge Computation in 5GC

	860006
	Architecture for enabling Edge Applications (EDGEAPP)
	Rel-17 Stage 2 normative specification on architecture for enabling EDGE Applications

	900016
	5G System Enhancements for Edge Computing; Stage 2
	Rel-17 Stage 2 normative specification on 5G System Enhancements for Edge Computing

	880002
	Study on Security Aspects of Enhancement of Support for Edge Computing in 5GC
	Related Rel-17 SA3 study item


3
Justification

SA3’s FS_eEDGE_Security study item has progressed with numbers of key issues and solutions. Some of issues are already concluded. This work item aims at specifying security aspects for the enhancement of support for Edge Computing in 5GC as concluded by the Study of security aspects of enhancement of support for Edge Computing in 5GC.
4
Objective

The objective of this work item is to specify the security aspects of enabling Edge Computing in 5GC concluded in TR 33.839. The security aspects to be specified includes two objectives:
· Security enhancement of edge computing in 5G system based on SA2 architecture, such as

· Addition security requirement for the new interfaces of EASDF used for DNS discovery.
· Security enhancement of enabling edge computing applications based on SA6 architecture, such as

· Authentication and authorization between EEC and ECS/EES
· Authentication and authorization between EES and ECS
· Transport security for the EDGE-1-9 interfaces
Other conclusions achieved in the TR 33.839 could also be captured in the WID if needed.
The first objective will be captured in TS 33.501.

The second objective will be captured as a new TS. 
5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	TS
	33.XXX
	Security Aspects of Enhancement of Support for enabling Edge Applications
	TSG#93 (SEP 2021)
	TSG#94(DEC

2021)
	Bo Zhang, Huawei Technologies, zhangbo6@huawei.com


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	33.501
	Addition security feature of the EASDF.
	TSG#94 (DEC 2021)
	


6
Work item Rapporteur(s)
Bo Zhang, Huawei Technologies, zhangbo6@huawei.com
7
Work item leadership

SA3
8
Aspects that involve other WGs
SA2 for system architecture, SA6 for application layer.
9
Supporting Individual Members
	Supporting IM name

	Huawei

	HiSilicon

	Ericsson

	

	

	


