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Decision/action requested

Approve the pCR below
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Rationale

Change 1:

This contribution tries to remove the following Editor’s note by adding a NOTE:
Editor’s note: It is FFS whether this is a feasible solution under unprotected one-to-one PC5 communication when reuses unicast mechanism in TS 33.536 [8].
The added NOTE is:
NOTE: The PC5 unicast communication security procedure may be modified according to the conclusion of KI#12. This modification will be dealt with in normative phase.
Change 2:

Remove "5GPKMF of Remote UE", and add "5GDDNMF of Remote UE".

The design follows the design in LTE (see clause 6.6.4.1 and clause 6.7.3.2.1.1 in TS 33.303).
3
Detailed proposal
*** BEGIN CHANGES ***
6.29
Solution #29: Security flow for Layer-3 UE-to-Network Relay
6.29.1
Introduction
This solution addresses the Key Issue #3, Key Issue #4 and Key Issue #9. It is a L3 relay solution.
This solution uses the UE-to-network relay security flows specified in TS 33.303 [6] as the baseline, with some necessary modifications to suit 5GS.
The solution reuses the PC5 unicast communication security procedure defined in TS 33.536 [8] for the PC5 communication security.
NOTE: The PC5 unicast communication security procedure may be modified according to the conclusion of KI#12. This modification will be dealt with in normative phase.
The main differences between this solution and the LTE procedure defined in TS 33.303 [6] are as follows:

-
In this solution, 5GPRUK is generated based on an AV of the Remote UE, but in LTE, PRUK is generated by the GBA system or based on an AV of the Remote UE.
-
In LTE, the Remote UE may provide IMSI in a Direct Communication Request, but in this solution, the Remote UE may provide SUCI in a Direct Communication Request.

6.29.2
Solution details

The UE-to-network relay security flow is described as follows:
NOTE:
The Remote UE needs to be in coverage to obtain 5GPRUK from 5GPKMF through steps 1-4, otherwise the 5GPRUK is derived during link establishment with the Relay UE. 

0.
The Remote UE and the Relay UE get the discovery parameters, security materials, relay service codes and address of the 5GPKMF from the 5GDDNMF in the HPLMN respectively. The security policies may also be provisioned for the PC5 unicast link of the relay service.
1.
The Remote UE establishes a secure connection with the 5GPKMF of the Remote UE.

2.
The Remote UE sends a Relay Key Request to the 5GPKMF of Relay UE. The message includes Relay Service Code, and an optional 5GPRUK ID if the Remote UE already has a 5GPRUK.

 “NOTE :
 5GPRUK and 5GPRUK ID are equivalent to PRUK and PRUK ID in TS 33.303 [6], respectively.
3.
The 5GPKMF of the Relay UE checks whether the Remote UE is authorized to be a Remote UE according to the Relay Service Code.

4.
The 5GPKMF of the Relay UE generates a relay key (i.e. 5GPRUK) and a corresponding key ID (i.e. 5GPRUK ID) for the Remote UE, and sends them to the Remote UE in a Relay Key Response.

5.
The Remote UE discovers the UE-to-network Relay using either model A or model B discovery.

6.
The Remote UE generates a freshness parameter Nonce_1 for the one-to-one communication, and sends a Direct Communication Request to the Relay UE. In addition to the one-to-one communication parameters and Relay Service Code, the message includes 5GPRUK ID if the Remote UE already has a 5GPRUK, otherwise, it needs to include a SUCI.

7.
The Relay UE sends a Relay Key Request to the 5GPKMF of Relay UE. The message includes 5GPRUK ID or a SUCI of the Remote UE, Relay Service Code and Nonce_1. 
8.
The 5GPKMF of the Relay UE checks whether the Relay UE is authorized as a Relay UE according to the Relay Service Code. If the message includes the 5GPRUK ID of the Remote UE, the 5GPKMF checks whether the Remote UE is authorized as a Remote UE according to the Relay Service Code and the 5GPRUK ID, and then performs step 17.
9.
The 5GPKMF of the Relay UE sends a Fetch Relay Key Request to the 5GDDNMF of the Remote UE. The message includes SUCI of the Remote UE and Relay Service Code.


Editor’s note: The interface and interaction between 5G PKMF of relay UE and 5G DDNMF of remote UE is FFS.
10-13.
The 5GDDNMF of the Remote UE retrieves an Authentication Vector (AV) from the UDM through the AUSF of the Remote UE.


14.
The 5GDDNMF of the Remote UE sends the AV and the SUPI of the Remote UE to the 5GPKMF of the Relay UE.

15.
The 5GPKMF of the Relay UE checks whether the Remote UE is authorized as a Remote UE according to the Relay Service Code and the SUPI of the Remote UE.

16.
If the 5GPKMF of the Relay UE obtains an AV of the Remote UE, it will derive a 5GPRUK based on the AV and some other parameters, generates a corresponding 5GPRUK ID. The 5GPKMF of the Relay UE also needs to generate a 5GPRUK_Info from which the Remote UE can derive 5GPRUK and obtain 5GPRUK ID.

NOTE: The detailed structure of 5GPRUK_Info will be defined in normative phase, e.g. using a method similar to GPI used in LTE.
17.
The 5GPKMF of the Relay UE generates a new random number as the 5GKd Freshness Parameter, and then generates a new 5GKd using 5GPRUK, 5GKd Freshness Parameter, Nonce_1, Relay Service Code etc.

18.
The 5GPKMF of the Relay UE sends 5GKd, 5GKd Freshness and 5GPRUK_Info to the Relay UE.

19.
The Relay UE sends a Direct Security Mode Command to the Remote UE. In addition to the one-to-one communication parameters, the message includes the 5GKd Freshness Parameter and 5GPRUK_Info if it exists.

20.
The Remote UE derives the 5GPRUK and obtains the 5GPRUK ID using the information in 5GPRUK_Info if 5GPRUK_Info is provided. The Remote UE stores the 5GPRUK and 5GPRUK ID. The Remote UE further derives the 5GKd and performs other procedure.

21.
The Remote UE sends Direct Security Mode Complete message to Relay UE.
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Figure 6.29.2-1: UE-to-network relay security flow
6.29.3
Evaluation

Editor’s Note: Further evaluation is FFS.

This solution introduces a method to establish a secure connection between the Remote UE and the UE-to-Network Relay UE. This solution does not address a requirement in KI#3, that is, Confidentiality protection, Integrity protection and replay-protection shall be supported between the remote UE and the 3GPP network.

*** END OF CHANGES ***
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