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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … 
	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	FS_UAS_SEC
	SA3
	880007

	Study on security aspects of Unmanned Aerial Systems (UAS)



2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	810013
	Remote Identification of Unmanned Aerial Systems
	Stage-1 work item

	900014
	Support of Uncrewed Aerial Systems Connectivity, Identification, and Tracking
	SA2 Stage-2 normative work


3
Justification

Due to the strong interest in using cellular connectivity to support Uncrewed Aerial Systems (UAS), the 3GPP system offers excellent benefits for UAS operation by providing ubiquitous coverage, high reliability, QoS, robust security, and seamless mobility. In particular, the 3GPP system (5GS and EPS) can be used to enable UAS identification and tracking, and to support UAS command and control functions. 

The TSG SA3 study item FS_UAS_SEC has identified a number of impacts on UE, Core Network (5GC and EPC) and associated procedures for the support of security of UAS and aerial vehicles in the 3GPP system. 

4
Objective

The main objective of the work item is to produce normative specifications based on the conclusions identified in TR 33.854 (clause 7) and has the following objectives: 

-
Support of UAV Remote Identification based on aviation industry regulations

-
Support of UAV authorization/authentication by USS/UTM to enable UAV tracking and identification once the UAV is authorized for flight by the USS/UTM, and UAV authorization revocation/failures

Detailed objectives include definition of solutions according to the TR 33.854 conclusions and covering:

-
specification of a control plane solution for UAV authentication and authorization for UAV-USS connectivity, and UAV-UAV Controller connectivity, with the UAV authentication procedure with USS/UTM optionally at 5GS registration (mandatory for UE, optional for the network), at PDU session for 5GS and PDN connection establishment for EPS;
-
revocation of the authorisation; and 
-
specification of mechanisms for UAV tracking. 

5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	TS
	TBD
	Security aspects of Uncrewed Aerial Systems
	TSG#94 Dec 2021
	TSG#94 Dec 2021
	Escott, Adrian, Qualcomm Incorporated, aescott@qti.qualcomm.com


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	


6
Work item Rapporteur(s)
Escott, Adrian, Qualcomm Incorporated, aescott@qti.qualcomm.com
7
Work item leadership

SA3
8
Aspects that involve other WGs
Application layer aspects, if any, will require coordination with SA WG6.

9
Supporting Individual Members
	Supporting IM name

	Qualcomm Incorporated

	Interdigital

	Huawei

	HiSilicon

	Ericsson

	Lenovo

	Motorola Mobility

	Nokia

	Nokia Shanghai Bell

	


