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1
Decision/action requested

WORK ON COMPROMISE, with capturing CT4 compromise per minutes below
[1]
3GPP TS 33.501, "Security architecture and procedures for 5G system"

[2]
3GPP TS 29.510 "5G System; Network function repository services; Stage 3"
[3]
S3‑210413 "OAuth 2.0 client registration and NF Service registration"

3
WORK ON CR COMPROMISE
************ START OF CHANGES

REL15/REL16

Change 0 – 13.3.0 (static auth / current proposal by HW S3-211891)

Static authorization that is based on local authorization policy, shall be supported at the NRF and the NF Service Producer. It can be used when token-based authorization is not used in the visited PLMN or home PLMN for the roaming scenario.

Change 1 - 13.3.1
NOTE 1: void

When a NF accesses management/discovery services provided by the NRF, the OAuth 2.0 access token for authorization between the NF and the NRF may be used.
Change 2 -13.3.1
NOTE 2: OAuth usage for NRF services is discouraged.
Change 3 - 13.4.1.1.1
OAuth 2.0 client (NF Service Consumer) registration with the OAuth 2.0 authorization server (NRF)

Oauth 2.0 client registration can be performed by local NRF (OAuth2.0 Authorization Server) configuration (i.e., by OAM). 

If the NF Service Consumer is also a NF Service Producer, the NF Service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], may be used to register the OAuth 2.0 client (NF Service Consumer) with the OAuth 2.0 Authorization server (NRF), as described in clause 2.0 of RFC 6749 [43], provided that NF service registration (NFRegister) - as OAuth 2.0 client registration - is not a pre-requisite for any NF to request an access token from NRF. The client id, used during OAuth 2.0 registration, shall be the NF Instance Id of the NF. 
NOTE 1: An NF that does not implement this option shall still be able to get Access tokens (and NRF services).
REL17
Change 0 – 13.3.0 (static auth / current proposal by HW S3-211891)

Static authorization that is based on local authorization policy, shall be supported at the NRF and the NF Service Producer. It can be used when token-based authorization is not used in the visited PLMN or home PLMN for the roaming scenario.

Change 1 - 3.3.1

NOTE 1: void

When a NF accesses management/discovery services provided by the NRF, the OAuth 2.0 access token for authorization between the NF and the NRF may be used.
Change 2 -13.3.1
NOTE 2: void

Change 3 - 13.4.1.1.1
OAuth 2.0 client (NF Service Consumer) registration with the OAuth 2.0 authorization server (NRF)

Oauth 2.0 client registration can be performed by local NRF (OAuth2.0 Authorization Server) configuration (i.e., by OAM). 

If the NF Service Consumer is also a NF Service Producer, the NF Service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], may be used to register the OAuth 2.0 client (NF Service Consumer) with the OAuth 2.0 Authorization server (NRF), as described in clause 2.0 of RFC 6749 [43], provided that NF service registration (NFRegister) - as OAuth 2.0 client registration - is not a pre-requisite for any NF to request an access token from NRF. The client id, used during OAuth 2.0 registration, shall be the NF Instance Id of the NF.
NOTE 1: An NF that does not implement this option shall still be able to get Access tokens (and NRF services).
************ END OF CHANGES
4
Rationale

4.1 Introduction

1) The following NOTE in clause 13.3.1 of TS 33.501 [1] is a known issue by both SA3 and CT4.
"NOTE 1: 
When a NF accesses any services (i.e. register, discover or request access token) provided by the NRF, the OAuth 2.0 access token for authorization between the NF and the NRF is not needed."
It is not aligned with TS 29.510 [2], which allows token-based authorization for the management and discovery service of the NRF:
"If Oauth2 authorization is used, an NF Service Consumer, prior to consuming services offered by the Nnrf_NFManagement API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in clause 5.4.2.2." (clause 6.1.8 of TS 29.510 [2], similarly in clause 6.2.8 of TS 29.510 [2] for the discovery service). The "if Oauth2 authorization is used" is to be understood as "if Oauth2 authorization is used for the management/discovery service".
There have been several attempts in the past to align both specs, without success.


2) TS 33.501 [3] specifies that the Oauth2 client registration shall be done by invoking the NFManagement_Register service operation, which cause many concerns. See e.g. the earlier discussion paper S3-210413 [3] submitted to SA3#102-e.

Both issues exist from Rel-15 onwards.
4.2 Discussion and agreed way forward
There was a [SA3/CT4][OAuth] Joint conference call held on 31 March 2021. 
Here is the copy of some summary notes sent by 3GPP CT4 chair:

-----Original Message Begin-----

From: Peter Schmitt 

Sent: Thursday, April 1, 2021 7:11 AM

To: 3GPP_TSG_CT_WG4@LIST.ETSI.ORG; Noamen Ben Henda <noamen.ben.henda@ericsson.com>

Subject: [SA3/CT4][OAuth] Joint conference call 31 March, summary notes

…

During the conference call it was highlighted that the issue on client registration was initially discussed in the past in Rel-15 between SA3 and CT4 (C4-184465 May 2018) and that the LS which triggered the call was the last exchange of a sequence of LSs.

I'm focusing on the result and leave out the discussion who missed whom to inform as I do not see this would help us much. But maybe it was good to remind everybody what has happened in the past and we should take lesson learned for the future and keep us up to date on decision taken.

Way forward:

It was proposed to discuss separation of Oauth2.0  Authorization and NRF registration. This  would be a possible discussion in SA3 for Rel-17. We need to find a pragmatic solution for Rel-15 and Rel-16.

We agreed to work first on the two open issues:

-Correct the stage-2 (TS 33.501), clauses 13.4.1.1 and 13.4.1.2, for the definition of the Oauth2 Client Registration process by defining for Rel-15/16 a kind of Static Authorization/O&M configuration process.

-The NOTE  in TS 33.501 clause 13.3.1.3 should be changed to normative text clarifying that the usage of Oauth2 in the NRF APIs (NFManagement and NFDiscovery) is optional.

…

Best regards

Peter Schmitt

Chair of 3GPP CT4

-----Original Message End-----

4.3 
Mail from Nokia to SA3 mailing list
Dear SA3, 

after CT4/SA3 call, it was stated to reuse the same thread to continue discussion. Since SA3 is only handling SBA aspects starting from 24.5. and I would like to start way forward discussion now.

Let’s use “draft_S3-211752-rx” (Discussion by ERI/NOK) to work on a joint doc, till we start with the topic in meeting.

Here is my view on the compromise that was achieved in CT4 discussion. I am looking (at minimum) for commitment from MVNR, HW and ERI to start from here. 

Summary of compromise.

Compromise shall cover all 3 releases in one step, but we can continue to analyse Rel-17. 

Keep in stage 3 the option to use OAuth, but discourage its usage in R15/R16. Align accordingly in stage 2 spec.

Specify the potential use of OAuth for accessing NRF APIs in Rel-17.

Make the NF Service registration procedure (NF Register) optional (and NOT mandatory) to register the OAuth 2.0 client (NF Service Consumer) with the OAuth 2.0 Authorization server (NRF), provided it is further specified that this NF service registration (NF Register) – as OAuth client registration - shall NOT be a pre-requisite for any NF to issue Access Token requests and obtain access tokens from the NRF, i.e  in other words, an NF that does NOT implement the option shall still be able to get Access tokens (and NRF services).
Once we are on the same page on this compromise, I propose to have a joint R15/R16 proposal and a joint R17 proposal.

Please note, during our SA3 telco 11.5. we started discussing from “scratch” again, but in reality we are in a phase of compromising between different companies' views, so I encourage to continue with the compromise achieved in CT4. 

In my view, ERI/NOK (S3-211753/S3-211756) proposal was starting with one extreme of what we like to see from Rel-17 onwards, while HW (S3-211888) was only partially implementing the CT4 compromise. I suggest to start with a new version of the docs. Also, if we state as by HW (S3-211891) Static author. = disallow OAuth for API, the wording in the other CR should focus on OAM configuration for OAuth client registration.

BR Anja

PS. Please find below the minutes from CT4 chairman during last meeting.

4.4
Meeting notes from CT4#103-e meeting

	6.3.2
	N32, SEPP
	
	
	TEI17

	CC3
	LS in Misalignment on usage of OAuth within 3GPP 29.510
	GSMA 5GIS
	Postponed
	

	To: CT4, SA3

content:

Differing requirements on whether OAuth is needed to access NRF services
During the development of the GSMA’s permanent reference document FS.36 “5G Interconnect Security Recommendations”, GSMA members within the 5G Interconnect Security (5GIS) work item group have recommended that the Nnrf_AccessToken (OAuth2_Authorization) procedure must be strictly enforced at the NF-to-NRF interface.

However in investigating this, GSMA members have identified a misalignment in the relevant specifications, on the usage of Oauth in how NF service consumers can access NRF services for the first time. That is, according to TS 33.501, Oauth2_Authorization is not required for the NF service consumer to access the NRF services, although according to TS 29.510, Oauth2_Authorization is required if enabled.

Specifcially 3GPP TS 33.501 V17.0.0 (2020-12) states in Section 13.3.1.3:

“NOTE 1: 
When a NF accesses any services (i.e. register, discover or request access token) provided by the NRF, the OAuth 2.0 access token for authorization between the NF and the NRF is not needed.”

While 3GPP TS 29.510 V17.0.0 states in Section 6.1.8: 
“If Oauth2 authorization is used, an NF Service Consumer, prior to consuming services offered by the Nnrf_NFManagement API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in clause 5.4.2.2.”

And in Section 6.2.8: 
“If Oauth2 authorization is used, an NF Service Consumer, prior to consuming services offered by the Nnrf_NFDiscovery API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in clause 5.4.2.2.”
There is therefore a misalignment and ambiguity on whether an OAuth 2.0 access token is required or not. To address this ambiguity, FS.36 currently states: 

To protect against these threats, the Nnrf_AccessToken (OAuth2_Authorization) procedure must be strictly enforced at the NF-to-NRF interface.

NOTE:
According to TS 33.501 [17], Oauth2_Authorization is not required for the NF service consumer to access the NRF services. However further requirements are provided by other 3GPP specifications - according to TS 29.510 [14], Oauth2_Authorization is required. It is currently planned that future clarification in 3GPP specifications (especially TS 29.510) may define in greater detail how authentication and authorization on the NF-NRF interface is to be implemented.
Action Required

GSMA 5GIS would like to ask the 3GPP CT4 and SA3 groups to resolve this misalignment, so that a definite recommendation on the NF service consumer usage of Oauth2.0 authorization when accessing NRF services can be made. 

Proposed treatment:

SA3 is currently working on the Rel15 and Rel-16 solution based on the discussion during joint conference call.
Rel17 solution is open SA3 promissed to work on it 

CT4 has to make sure that when making modifications based on SA3 input it does not contradict with the requirements provided by GSMA.

SA3 may reply in their May Meeting so GSMA will not receiver feedback in their April meeting just after our CT4 meeting.

CC

Jesus: 2 aspects the misalignment and  optional use of OAuth for NRF APIs.

Giorgi: this LS comes with a surprise

Bruno: Nokia’s view optional use of Oauth is useful functionality. We should not mandate the usage

As a compromise Nokia could accept to remove  the option in Rel-15 and Rel-16 if it remains in Rel-17.

Ahmad: he was writing the LS. The main intention from GSMA was to state  misalignment between SA3 and CT4 solve it.

Giorgi:

Bruno: request a token shall not be mandate

Giorgi: we should  evaluate Bruno’s proposals/compromise.

Timing issue: SA3 and CT4 meet at the same time in May. We should try to reach consensus  and solve the issue by plenary#92

Frozen release: Rel-15 topic.


	CC3

CC7
	discussion   Rel-17 OAuth misalignment between stage 2 and stage 3
	Huawei
	noted
	

	Giorgi:

I haven’t spotted any email exchange on Bo’s proposal after the joint SA3-CT4 CC. To my knowledge SA3 is still discussing this matter. 
So, 2009 should be noted.
Bruno;

2009 should be either withdrawn, or we need to discuss it (i.e. it cannot be simply “noted”). 
The draft SA3 CR will be discussed by SA3. But since the problem relates to misalignments between CT4 and SA3 specs, and to stage 3 procedures defined by CT4, it could be worth pursuing discussions during our CT4 meeting to help reaching consensus on the way forward? 
In the DISC paper, you say: 

“
· NRF shall use the static authorization policy when an NF consumes Nnrf_NFManagement and Nnrf_NFDiscovery services:

· When a NF accesses any services (e.g. register, discover or request access token) provided by the NRF, the NRF shall use the static authorization policy to authorize the service request sent by the NF. Therefore, the OAuth 2.0 access token for authorization between the NF and the NRF is not needed and the NF shall not request an access token for consuming the NRF services. The NF may however request an access token from the NRF for consuming other NF producer services.
· Conditional usage of the NF Service registration:
· The NF Service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], shall be used to register the OAuth 2.0 client (NF Service Consumer) with the OAuth 2.0 Authorization server (NRF), as described in clause 2.0 of RFC 6749 [43] in the following cases: (a) the NF Service Consumer is subscribing to notification services at the NRF and (b) if the NF Service Consumer is also acting as a NF Service Producer. Otherwise, the NF Service registration procedure is not required and therefore is optional. The client id, used during OAuth 2.0 registration, shall be the NF Instance Id of the NF.
“
On the 2nd point, Nokia does not agree with mandating the use of NFRegister for OAuth client registration, even for an NF service producer, for the reasons that were explained in the Ericsson/Nokia slide deck and because this would rule out certain deployment options (see attached email, with my responses to Ahmad on the CT4 list) or this would require the producer to register to multiple NRFs (e.g. for deployments where AMF is configured with or receives via NSSF the AccessToken URI of a slice specific NRF). 
As a possible compromise for Rel-15/16, we could accept:

· to remove the option to use OAuth for controlling the access to the NRF APIs, In Rel-15 and Rel-16 ONLY, provided this option remains specified in Rel-17; and

· the NF Service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], MAY be used (“Is optional”) to register the OAuth 2.0 client (NF Service Consumer) with the OAuth 2.0 Authorization server (NRF), provided it is further specified / clarified that this NF service registration (NFRegister) – as OAuth client registration - shall NOT be a pre-requisite for any NF to issue Access Token requests and obtain access tokens from the NRF, in other words, an NF that does NOT implement the option shall still be able to get Access tokens (and NRF services).

remark: 

late LS from GSMA 2391

Giorgi:

We discussed Nokia compromise solution also during last Friday CC. I got initial feedback from my back office that we are overall fine with it. 
The only concern is about Rel-17. It may not be the most optimal way to make certain assumptions on Rel-17 until we at least start the study. More detailed comments are below.
· Let’s solve Rel-15/16 problem, but keep Rel-17 solution open for further discussions [Giorgi] agree.
· Remove the option to use OAuth for controlling the access to the NRF APIs, In Rel-15 and Rel-16 
Giorgi] agree, 
but this option will be specified in Rel-17 [Giorgi] SA3 already has Rel-17 SID. Let’s work on that first to determine pros and cons.
· NF Service registration procedure, as defined in clause 4.17.1 of TS 23.502, MAY be used (“Is optional”) to register the OAuth 2.0 client (NF Service Consumer) with the OAuth 2.0 Authorization server (NRF), provided it is further specified / clarified that this NF service registration (NFRegister as OAuth client registration) shall NOT be a pre-requisite for any NF to issue Access Token requests and obtain access tokens from the NRF. In other words, an NF that does NOT implement the option shall still be able to get Access tokens (and NRF services). 
[Giorgi] We could agree to this s a compromise for making a progress.

Jesus:
From E/// side, this proposed way forward is not acceptable.
In the potential compromise proposed by Nokia, it is said that the Oauth2 client registration based on NFManagement_Register is optionally allowed, with the condition that this is not a pre-requisite to allow NRF consumers to ask for Oauth2 access tokens.
Then, once that this aspect is agreed, then what is the reason for removing Oauth2-based authorization from the NRF APIs (NFManagement and NFDiscovery) ? As commented in previous discussions, the functionality is optional in stage-3 and it is not in violation of any normative text in stage-2.

So, if we are going to compromise for R15/R16, it should be with the goal to introduce the lowest impacts on existing products/deployments (i.e. "lowest impacts" for everyone: for those who have implemented the feature, and for those who haven't). This means, in our view:
· That the stage-3 mechanisms should not be removed from the stage-3 specs. However, it's usage may be discouraged in R15/R16 under certain conditions, given the historic misalignment in how the Oauth2 client registration was specified.

· That the usage in Rel-17 is agreed to be kept, as proposed in Nokia's compromise approach.

Then, regarding of the SA3 ongoing study, this should be business as usual; the study may conclude that a given feature needs to be modified, that's fine; but what we (E///) don't consider as acceptable is that the study might conclude that the feature is not seen as "useful", and therefore it can be removed given that it does not exist in R15/R16. So, let's be clear, the feature does exist in R15/R16/17, and the reasons to remove it should be properly justified.
Giorgi:

Thanks for the comments. We believe Rel-17 should be given a clean start, with no conditions attached. We’re open to any proposals for Rel-17. 
IMHO, the most important point is decoupling Rel-17 from Rel-15/16, where we have way more compelling task to remove stage 2 vs stage 3 clash
Bruno:

This way forward is not acceptable for Nokia either. We have a Rel-17 version of 29.510 supporting the option to use Oauth2 for controlling the access to the NRF APIs. We expect stage 2 alignment on stage 3 in Rel-17.
The proposal from Ericsson further up is fine by us.
CC 3

Giorgi: in principle fine with Nokia proposal.

Bruno: Stage 3 allows the option to use OAuth. Nokia could accept to remove OAuth from Rel-15 and Rel-16 for NRF APIs but it shall remain in Rel-17. Expecting that SA3 will specify the potential use of OAuth for accessing NRF APIs.

Giorgi:

Bruno:

Jesus: Compromise but it shall cover all 3 releases in one step. We should keep the pressure to solve the topic also in Rel-17.




�Using the joint DP tdoc number for capturing compromise proposal


� Text replacing the NOTE 1 need to stay in Rel-17 in line with compromise!


�Adding Change 2 here for completeness, but not needed if  implemented by 2 CRs, one for R15/16 NOTE 2 and one for update of NOTE 1





