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Decision/action requested

It is requested to approve this update to Solution #23: Initial key with validity time
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References

[1]
3GPP TR 33.847 Study on security aspects of enhancement for proximity based services in the 5G System (5GS), version 0.3.0
[2]
3GPP TS 33.303: "Proximity-based Services (ProSe); Security aspects".
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Rationale

This contribution updates Solution #23 'Initial key with validity time' in order to complete the solution with additional details. Initial key referred in this solution corresponds to long term key in TS 33.303[2].
The following changes have been made:

· The details regarding distribution of initial key have been added.
· Flow diagram has been added to help understanding the solution.
· Editor’s note has been removed.
4
Detailed proposal

START OF CHANGE 1

6.23
Solution #23: Initial key with validity time

6.23.1
Introduction

This solution addresses Key Issue #12 Security of one-to-one communication over PC5. This solution assumes that the security context is established based on keys derived from  matching initial keys provided by the 5GC. In order to prevent unbounded direct communication between ProSe UEs, the initial keys and keys derived from it should have a validity time.
6.23.2
Solution details
6.23.2.1 Overview

The solution involves the following steps:

1.
A set of matching initial keys are provisioned to  a selected set of authenticated and authorised ProSe UEs by the 5GC. Matching initial keys have identical validity times.
NOTE 1:
The provisioning of the matching initial keys can occur when ProSe UEs are authenticated/authorized or when ProSe UEs request access to perform ProSe direct communication.

2.
As long as an initial key is valid, it can be used to derive keys needed for the security context. This security context enables establishment of a secure link between ProSe UEs with confidentiality and integrity protection.

NOTE 2:
Derivation of keys from initial key can take place even when the ProSe UEs are outside the coverage area.

NOTE 3:
Lifetime of the initial key and security context of a PC5 communication link are synchronised. Upon expiry of the initial key, the corresponding security context will also expire.

3.
Upon expiration of the intial key, all keys derived from it will become invalid. In order to continue secure communication ProSe UEs need to request for a new initial key from the 5GC. Until it gets the new initial key, ProSe UEs cannot perform direct communication with peer ProSe UEs.
6.23.2.2 Procedures
Figure 6.23.2.2-1 shows the procedure of this solution. The initial key is referred to as AD-key at Announcing UE or Discoveree UE. It is referred to as MD-key at Monitoring UE or Discoverer UE. In case of symmetric encryption, MD-Key is same as AD-Key. In case of asymmetric encryption, MD-Key and AD-Key are corresponding to each other. This key is the root of the security of one-to-one communication between ProSe UEs.
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Figure 6.23.2.2-1: Procedure for provisioning and update of initial keys.
NOTE: Steps 1-4 refer to actions performed between Announcing UE or Discoveree UE (referred to as UE-1) and the 5GC.

1. UE-1 sends a Discovery request message to 5GDDNMF.

2. If UE-1 is authorised to perform ProSe direct communication, 5GDDNMF sends a key request to 5G ProSe key management function.

3. 5G ProSe key management function sends a key response message with AD-key with its associated validity period, AD-key ID. It also keeps track of keys issued to various UEs.

4. AD-Key, AD-key ID are forwarded by 5GDDNMF to UE-1. This message also contains the address of ProSe key management function. It would enable UE-1 to contact ProSe key management function directly at later stages.

NOTE: Steps 5-8 refer to actions performed between Monitoring UE or Discoverer UE (referred to as UE-2) and the 5GC.
5. UE-2 sends a Discovery request message to 5GDDNMF.

6. If UE-2 is authorised to perform ProSe direct communication, 5GDDNMF sends a key request to 5G ProSe key management function.

7. 5G ProSe key management function sends a key response message with MD-key with its associated validity period, MD-key ID. 

8. MD-Key, MD-key ID are forwarded by 5GDDNMF to UE-2. This message also contains the address of ProSe key management function. It would enable UE-2 to contact ProSe key management function directly at later stages.

9. Establishment of security context over PC5, cf Solution #7, steps 2 to 6 as described in clause 6.7.2 of this document. 
NOTE: Steps 10-12 refer to actions performed between Announcing UE or Discoveree UE (referred to as UE-1) and the 5GC.

10. Upon completion of validity period, AD-key along with keys derived from it shall expire.

11. Address of ProSe key management function obtained in step 4 is used by UE-1 to perform key request. This request also contains identifier of the expired key. 

12. A new key (AD-key-new) with an associated validity is issued to UE-1 along with its identifier. 

NOTE: Steps 13-15 refer to actions performed between Monitoring UE or Discoverer UE (referred to as UE-2) and the 5GC.

13. Upon completion of validity period, MD-key along with keys derived from it shall expire. 

14. Address of ProSe key management function obtained in step 4 is used by UE-2 to perform key request. This request also contains identifier of the expired key. 

15. A new key (MD-key-new) with an associated validity is issued to UE-1 along with its identifier. 
6.23.3
Evaluation

This solution addresses the following security requirement of key issue #12: "The system shall support means for a secure refresh of the UE security context.". It provides means for a secure refresh of the UE security context.
The benefits of this solution are that it prevents unbounded direct communication between ProSe UEs and secure direct communication between ProSe UEs is possible even when the ProSe UEs are out of coverage. By having a validity time to the matching initial keys, 5GC can limit the usage of direct communication even if ProSe UEs are out of coverage.
The drawback of the solution is that once the initial key expires, ProSe UEs cannot have direct communication. They need to contact the 5GC to obtain a new initial key.
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