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1
Decision/action requested

It is requested to approve a new solution about authentication and authorization with the ECS/EES/EAS.
2
Rationale

This contribution provides a new solution about authentication and authorization with the ECS/EES/EAS.

3
Detailed proposal
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6.X
Solution #X: Authentication and Authorization with the ECS/EES/EAS
6.X.1
Solution overview

The solution addresses the following key issues: 

-
Key issue #1: Authentication and Authorization between EEC and EES

-
Key issue #2: Authentication and Authorization between EEC and ECS

-
Key issue #6: Transport security for the EDGE-1-9 interfaces

The solution is based on the KAMF generated during the primary authentication. The network function that receives a registration request is querying the previous network function for authentication and the key for setting up an IPsec SA. Messages are protected with a MAC, which is also used to authenticate the UE. 

The preferred ECS deployment scenario of the solution is, when the ECS is located in the serving network or hosted by a 3rd party service provider, since the services are to be hosted close to the UE's access point of attachment, to achieve an efficient service delivery through the reduced end-to-end latency and load on the transport network. In case of special roaming scenarios where the ECS is only located in the HPLMN while the UE is in a VPLMN, the KECS is then derived from the VPLMN KAMF. 
Compare with solution#7, the main difference is that this solution use E-TID, which is derived from 5G-GUTI and KAMF. This solution does not require the EEC ID, which is an optional input pararmeter, as specified in solution#5.  The method of generate MAC, which is used for authentication, is also different. 
NOTE: Edge Computing typically applies to non-roaming and LBO roaming scenarios.

6.X.2
Solution details
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Figure 6.X.2-1: Authentication and Authorization with the Edge Data Network

1. The UE performs normal primary authentication and registration to the network. The UE is MEC capable and may indicate this in the MEC capabilities to the AMF during the registration procedure.

2. The UE establishes a PDU Session for IP connectivity. The address of edge application server (e.g. ECS) is transferred from network to UE by Protocol Configuration option (PCO).
3. The AMF derives an edge key identity (E-KID) from the AMF key KAMF. 

E-KID identifies the edge computing key of the UE.
E-KID is in NAI format as specified in clause 2.2 of IETF RFC 7542 [X], i.e. username@realm. The username part includes the GUAMI and the E-TID (Edge computing Temporary UE Identifier), and the realm part includes a Local Network Identifier. GUAMI is provided by the ME or AMF (from the allocated 5G-GUTI)
The Edge computing Temporary UE Identifier (E-TID) is performed using the key derivation function (KDF) specified in TS 33.220 [8]. E-TID is computed as E-TID = KDF (5G-GUTI, KAMF), where the key derivation parameters consist of 5G-GUTI.

4. Before UE initials an Application Registration procedure and if the UE is MEC capable, UE generates E-KID in the same way as AMF. 

5. The UE sends an Application Registration Request with a MACAMF and the E-KID to the ECS. The MACAMF is based on the payload of the Application Registration Request, which form the input Application Registration Request Data, a counter of the ECS messages CounterECS, and the key KAMF or KSEAF to the KDF. The MACAMF is identified with the 128 least significant bits of the output of the KDF. The UE monotonically increment CounterECS for each additional calculated MACAMF. 

6. If the UE is not authenticated at the ECS and the ECS sends a Verify Request including the Application Registration Request to the NEF, which is selected based on E-KID. The NEF selection is specified in TS 23.502 [5] and the ECS may determine the IP address (es)/port(s) of the NEF by performing a DNS query using the E-KID, or by using a locally configured NEF identifier/address.

7.
The NEF forwards the Verify Request including the Application Registration Request with the MACAMF as well as the E-KID to the AMF based on the GUAMI in the E-KID.
8.
The AMF verifies the MACAMF of the Application Registration Request, i.e. it computes with the key KAMF the MACAMF over the Application Registration Request payload in the similar way as the UE and compares the result with the MACAMF included in message. If both are identical, the message can be authenticated to be sent by the UE, and the AMF monotonically increments CounterECS. 

9. The AMF derives the edge computing configure key KECS.  

The KECS is performed using the key derivation function (KDF) specified in TS 33.220 [8]. KECS is computed as KECS = KDF (5G-GUTI or SUPI, ECSID, KAMF), where the key derivation parameters consist of 5G-GUTI or SUPI and ECSID.

10.
The AMF sends a Verify Response to the NEF, including the result of the authentication as well as the KECS. 

11. NEF forwards the Verify Response including KECS.

12.
Based on the authentication result the ECS decides whether to accept or to reject the Application Registration Request from the UE. The ECS sends the Application Registration Response message to the UE including the authentication result and protects the message with a MACECS based on the received key KECS in a similar way as the UE protected the payload of the message in step 5. The EESID or EASID may be included in the message.

13. The UE  generate the edge computing configure key KECS as same as AMF.

14. The UE verifies the MACECS and if authentication result and verification of the message are successful. i.e. it computes with the key KECS the MACECS over the Application Registration Response payload in the similar way as the AMF and compares the result with the MACECS included in message.

15. The UE establishes an IPsec SA between the UE and ECS by using the ECS key KECS. All messages are now confidentiality and integrity protected by the IPsec tunnel.

16.
The UE sends an Application Registration Request with E-KID and a MACECS to the EES. The MACECS is computed based on the payload of the Application Registration Request, which form the input Application Registration Request Data, and the key KECS to the KDF. The MACECS is identified with the 128 least significant bits of the output of the KDF. The E-KID may added the ECSID in the E-KID of step 3 by the UE.

17.
The UE is not authenticated at the EES and the EES sends a Verify Request to the ECS with the MACECS, E-KID and EESID. The selection of the ECS may be based on the ECSID in the E-KID. 

18.
The ECS identifies the UE based on the E-KID. The ECS verifies the MACECS of the Application Registration Request, i.e. it computes with the key KECS the MACECS over the Application Registration Request payload in the similar way as the UE and compares the result with the MACECS included in message. If both are identical, the message can be authenticated to be sent by the UE. 

19. The ECS derives the edge computing enabler key KEES.  

The KEES is performed using the key derivation function (KDF) specified in TS 33.220 [8]. KEES is computed as KEES = KDF (EESID, KECS), where the key derivation parameters consist of EESID.
20.
The ECS sends a Verify Request Response to the EES, including the result of the authentication as well as the KEES. 

21.
Based on the authentication result the EES decides whether to accept or to reject the Application Registration Request from the UE. The EES sends the Application Registration Response message to the UE including the authentication result and protects the message with a MACEES based on the received key KEES in a similar way as the UE protected the payload of the message in step 16. 

22. The UE derives the edge computing enabler key KEES as same as the ECS.

23. The UE verifies the MACEES and if authentication result and verification of the message are successful. i.e. it computes with the key KEES the MACEES over the Application Registration Response payload in the similar way as the ECS and compares the result with the MACEES included in message.

24. The UE establishes an IPsec SA between the UE and EES by using the EES key KEES. All messages are now confidentiality and integrity protected by the IPsec tunnel.

25.
The UE sends an Application Registration Request with E-KID and a MACEES to the EAS. The MACEES is computed based on the payload of the Application Registration Request, which form the input Application Registration Request Data, and the key KEES to the KDF. The MACEES is identified with the 128 least significant bits of the output of the KDF. The E-KID may added the EESID in the E-KID of step 16 by the UE.

26.
The UE is not authenticated at the EAS and the EAS sends a Verify Request to the EES with the MACEES, E-KID and EASID. The selection of the EES may be based on the EESID in the E-KID. 

27.
The EES identifies the UE based on the E-KID. The EES verifies the MACEES of the Application Registration Request, i.e. it computes with the key KEES the MACEES over the Application Registration Request payload in the similar way as the UE and compares the result with the MACEES included in message. If both are identical, the message can be authenticated to be sent by the UE. 

28. The EES derives the edge computing application key KEAS.  

The KEAS is performed using the key derivation function (KDF) specified in TS 33.220 [8]. KEAS is computed as KEAS = KDF (EASID, KEES), where the key derivation parameters consist of EASID.
29.
The EES sends a Verify Request Response to the EAS, including the result of the authentication as well as the KEAS. 

30.
Based on the authentication result the EAS decides whether to accept or to reject the Application Registration Request from the UE. The EAS sends the Application Registration Response message to the UE including the authentication result and protects the message with a MACEAS based on the received key KEAS in a similar way as the UE protected the payload of the message in step 25. 

31. The UE derives the edge computing application key KEAS as same as the EAS.

32. The UE verifies the MACEAS and if authentication result and verification of the message are successful. i.e. it computes with the key KEAS the MACEAS over the Application Registration Response payload in the similar way as the EES and compares the result with the MACEAS included in message.

33. The UE establishes an IPsec SA between the UE and EAS by using the EAS key KEAS. All messages are now confidentiality and integrity protected by the IPsec tunnel.
6.X.3
Solution evaluation 

The solution is based on the KAMF generated during the primary authentication. The solution use Edge computing Temporary UE Identifier (E-TID) to identify different UE and E-KID to identify KECS for different service. 
This solution has some impacts on AMF and UE. UE and AMF need to generate the E-KID and E-TID based on the KAMF and 5G-GUTI. 
Editor’s Note: Further evaluation is FFS.
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