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3
Definitions and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

5G security context: The state that is established locally at the UE and a serving network domain and represented by the "5G security context data" stored at the UE and a serving network.
NOTE 1:
The "5G security context data" consists of the 5G NAS security context, and the 5G AS security context for 3GPP access and/or the 5G AS security context for non-3GPP access.

NOTE 2:
A 5G security context has type "mapped", "full native" or "partial native". Its state can either be "current" or "non-current". A context can be of one type only and be in one state at a time. The state of a particular context type can change over time. A partial native context can be transformed into a full native. No other type transformations are possible. 
5G AS security context for 3GPP access: The cryptographic keys at AS level with their identifiers, the Next Hop parameter (NH), the Next Hop Chaining Counter parameter (NCC) used for next hop access key derivation, the identifiers of the selected AS level cryptographic algorithms, the UE security capabilities, and the UP Security Policy at the network side, UP security activation status and the counters used for replay protection. 

NOTE 3:
NH and NCC need to be stored also at the AMF during connected mode.
NOTE 4:
UP security activation status is sent from gNB/ng-eNB in step 1b in clause 6.6.2 corresponding to the active PDU session(s).
5G AS security context for non-3GPP access: The key KN3IWF, the cryptographic keys, cryptographic algorithms and tunnel security association parameters used at IPsec layer for the protection of IPsec SA.
5G AS Secondary Cell security context: The cryptographic keys at AS level for secondary cell with their identifiers, the identifier of the selected AS level cryptographic algorithms for secondary cell, the UP Security Policy at the network side, and counters used for replay protection.
5G Home Environment Authentication Vector: authentication data consisting of RAND, AUTN, XRES*, and KAUSF for the purpose of authenticating the UE using 5G AKA. 

NOTE 3a: This vector is received by the AUSF from the UDM/ARPF in the Nudm_Authentication_Get Response.
5G Authentication Vector: authentication data consisting of RAND, AUTN, HXRES*, and KSEAF. 

NOTE 3b: This vector is received by the SEAF from the AUSF in the Nausf_Authentication_Authenticate Response.
5G NAS security context: The key KAMF with the associated key set identifier, the UE security capabilities, the uplink and downlink NAS COUNT values. 
NOTE 4:
The distinction between native 5G security context and mapped 5G security context also applies to 5G NAS security contexts. The 5G NAS security context is called "full" if it additionally contains the integrity and encryption keys and the associated identifiers of the selected NAS integrity and encryption algorithms.

5G Serving Environment Authentication Vector: a vector consisting of RAND, AUTN and HXRES*.

ABBA parameter: Parameter that provides antibidding down protection of security features against security features introduced in higher release to a lower release and indicates the security features that are enabled in the current network.
activation of security context: The process of taking a security context into use. 
anchor key: The security key KSEAF provided during authentication and used for derivation of subsequent security keys. 
application Layer Security: mechanism by which HTTP messages, exchanged between a Network Function in one PLMN and a Network Function in another PLMN, are protected on the N32-f interface between the two SEPPs in the two PLMNs. 

authentication data: An authentication vector or transformed authentication vector.
authentication vector: A vector consisting of CK, IK, RAND, AUTN, and XRES.

backward security: The property that for an entity with knowledge of Kn, it is computationally infeasible to compute any previous Kn-m (m>0) from which Kn is derived. 
NOTE 5:
In the context of KgNB key derivation, backward security refers to the property that, for a gNB with knowledge of a KgNB, shared with a UE, it is computationally infeasible to compute any previous KgNB that has been used between the same UE and a previous gNB. 

CM-CONNECTED state: This is as defined in TS 23.501 [2]. 
NOTE5a:
The term CM-CONNECTED state corresponds to the term 5GMM-CONNECTED mode used in TS 24.501 [35].

CM-IDLE state: As defined in TS 23.501 [2]. 
NOTE5b:
The term CM-IDLE state corresponds to the term 5GMM-IDLE mode used in TS 24.501 [35].
consumer's IPX (cIPX): IPX provider entity with a business relationship with the cSEPP operator.

consumer's SEPP (cSEPP): The SEPP residing in the PLMN where the service consumer NF is located.
current 5G security context: The security context which has been activated most recently. 
NOTE5c:
A current 5G security context originating from either a mapped or native 5G security context can exist simultaneously with a native non-current 5G security context.

forward security: The fulfilment of the property that for an entity with knowledge of Km that is used between that entity and a second entity, it is computationally infeasible to predict any future Km+n (n>0) used between a third entity and the second entity. 
NOTE 6:
In the context of KgNB key derivation, forward security refers to the property that, for a gNB with knowledge of a KgNB, shared with a UE, it is computationally infeasible to predict any future KgNB that will be used between the same UE and another gNB. More specifically, n hop forward security refers to the property that a gNB is unable to compute keys that will be used between a UE and another gNB to which the UE is connected after n or more handovers (n=1 or more).

full native 5G security context: A native 5G security context for which the 5G NAS security context is full according to the above definition. 
NOTE6a:
A full native 5G security context is either in state "current" or state "non-current".
Home Network Identifier: An identifier identifying the home network of the subscriber.

NOTE6b: Described in detail in TS 23.003 [19].
Home Network Public Key Identifier: An identifier used to indicate which public/private key pair is used for SUPI protection and de-concealment of the SUCI.  
NOTE6c: Described in this document and detailed in TS 23.003 [19].
IAB-donor-CU: As defined in TS 38.401 [78] .

IAB-donor-DU: As defined in TS 38.401 [78].

IAB-node: As defined in TS 38.300 [52].

IAB-donor gNB: As defined in TS 38.300 [52]. 
IAB-UE: The function within an IAB node, which behaves as a UE.
mapped 5G security context: An 5G security context, whose KAMF was derived from EPS keys during interworking and which is identified by mapped ngKSI.
Master node: As defined in TS 37.340 [51].
N32-c connection: A TLS based connection between a SEPP in one PLMN and a SEPP in another PLMN
. 
NOTE 6d:
This is a short-lived connection that is used between the SEPPs for cipher suite and protection policy exchange, and error notifications. 
N32-f connection: Logical connection that exists between a SEPP in one PLMN and a SEPP in another PLMN for exchange of protected HTTP messages. 

NOTE 6e:
When IPX providers are present in the path between the two SEPPs, an N32-f HTTP connection is setup on each hop towards the other SEPP. 
native 5G security context: An 5G security context, whose KAMF was created by a run of primary authentication and which is identified by native ngKSI. 
ng-eNB: As defined in TS 38.300 [52].
NG-RAN node: gNB or ng-eNB (as defined in TS 38.300 [52]).
non-current 5G security context: A native 5G security context that is not the current one. 
NOTE 7:
A non-current 5G security context may be stored along with a current 5G security context in the UE and the AMF. A non-current 5G security context does not contain 5G AS security context. A non-current 5G security context is either of type "full native" or of type "partial native". 

partial native 5G security context: A partial native 5G security context consists of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values, which are initially set to zero before the first NAS SMC procedure for this security context. 
NOTE 8:
A partial native 5G security context is created by primary authentication, for which no corresponding successful NAS SMC has been run. A partial native context is always in state "non-current".
producer's IPX (pIPX): IPX provider entity with a business relationship with the pSEPP operator. 

producer's SEPP (pSEPP): The SEPP residing in the PLMN where the service producer NF is located.

Protection Scheme Identifier: An identifier identifying a protection scheme that is used for concealing the SUPI.
RM-DEREGISTERED state: This is as defined in TS 23.501 [2]. 
NOTE8a:
The term RM-DEREGISTERED state corresponds to the term 5GMM-DEREGISTERED mode used in TS 24.501 [35].

RM-REGISTERED state: As defined in TS 23.501 [2]. 
NOTE8b:
The term RM-REGISTERED state corresponds to the term 5GMM-REGISTERED mode used in TS 24.501 [35].
Routing Indicator: An indicator defined in TS 23.003 [19] that can be used for AUSF or UDM selection.
Scheme Output: the output of a public key protection scheme used for SUPI protection. 

security anchor function: The function SEAF that serves in the serving network as the anchor for security in 5G.
Secondary node: As defined in TS 37.340 [51].

subscription credential(s): The set of values in the USIM and in the home operator's network, consisting of at least the long-term key(s) and the subscription identifier SUPI, used to uniquely identify a subscription and to mutually authenticate the UE and 5G core network.
subscription identifier: The SUbscription Permanent Identifier (SUPI).

NOTE8c: As defined in TS 23.501 [2] and detailed in 23.003 [19].
subscription concealed identifier: A one-time use subscription identifier, called the SUbscription Concealed Identifier (SUCI), which contains the Scheme-Output, and additional non-concealed information needed for home network routing and protection scheme usage.
NOTE8d: Defined in the present document; detailed in TS 23.003 [19].

subscription identifier de-concealing function: The Subscription Identifier De-concealing Function (SIDF) service offered by the network function UDM in the home network of the subscriber responsible for de-concealing the SUPI from the SUCI.
transformed authentication vector: an authentication vector where CK and IK have been replaced with CK' and IK'.

UE 5G security capability: The UE security capabilities for 5G AS and 5G NAS.
UE security capabilities: The set of identifiers corresponding to the ciphering and integrity algorithms implemented in the UE. 
NOTE 9:
This includes capabilities for NG-RAN and 5G NAS, and includes capabilities for EPS, UTRAN and GERAN if these access types are supported by the UE.
[…]
4.2
Security at the perimeter of the 5G Core network
4.2.1
Security Edge Protection Proxy (SEPP)

The 5G System architecture introduces a Security Edge Protection Proxy (SEPP) as an entity sitting at the perimeter of the PLMN for protecting control plane messages. 
The SEPP enforces inter-PLMN security on the N32 interface.
A network operator may decide to ask an IPX entity to operate the SEPP on their behalf. In this case, the  SEPP may exist at an IPX entity and act on behalf of one or more network operators. 
[…]

5.9.3.2
Requirements for Security Edge Protection Proxy (SEPP)

The SEPP shall act as a non-transparent proxy node. 
The SEPP shall protect application layer control plane messages between two NFs belonging to different PLMNs that use the N32 interface to communicate with each other.

The SEPP shall perform mutual authentication and negotiation of cipher suites with the SEPP in the roaming network.

The SEPP shall handle key management aspects that involve setting up the required cryptographic keys needed for securing messages on the N32 interface between two SEPPs.

The SEPP shall perform topology hiding by limiting the internal topology information visible to external parties.

As a reverse proxy the SEPP shall provide a single point of access and control to internal NFs.
The SEPP may be located at an IPX entity. In this case each SEPP should be paired with another SEPP so that a continuous N32 channel can be setup between two network operators
.
The SEPP establishes the N32 channel to another SEPP like in any other case; Only the SEPP location is different.

The SEPP shall have a secure connection to the PLMN that ought to be the owner of the SEPP. Either secure physical connections or NDS/IP shall be used to secure this connection.

If one SEPP is used to serve multiple PLMNs, strict isolation between PLMNs shall be ensured.

A separate N32 connection shall be established for each PLMN that is represented by the SEPP.

Each PLMN shall be clearly identified and authenticated by its individual digital certificate.
The receiving SEPP shall be able to verify whether the sending SEPP is authorized to use the PLMN ID in the received N32 message. 
The SEPP shall be able to clearly differentiate between certificates used for authentication of peer SEPPs and certificates used for authentication of intermediates performing message modifications.

NOTE 1: Such a differentiation could be done e.g. by implementing separate certificate storages.
The SEPP shall discard malformed N32 signaling messages.
The sending SEPP shall reject messages received from the NF (directly or via SCP) with JSON including "encBlockIndex" (regardless of the encoding used for that JSON request).

The receiving SEPP shall reject any message in which an IPX has inserted or relocated references to encBlockIndex
.

The SEPP shall implement rate-limiting functionalities to defend itself and subsequent NFs against excessive CP signaling. This includes SEPP-to-SEPP signaling messages.
The SEPP shall implement anti-spoofing mechanisms that enable cross-layer validation of source and destination address and identifiers (e.g. FQDNs or PLMN IDs). 
NOTE 2: An example for such an anti-spoofing mechanism is the following: If there is a mismatch between different layers of the message or the destination address does not belong to the SEPP’s own PLMN, the message is discarded.
[…]
13.1.2
Protection between SEPPs

If there are no IPX entities between the SEPPs, TLS shall be used between the SEPPs. If there are IPX entities between SEPPs that do not interface to the network operators using a pair of SEPPs
, PRINS (application layer security on the N32-f interface) shall be used for protection between the SEPPs. PRINS is specified in clause 5.9.3 (requirements) and clause 13.2 (procedures).

NOTE 1a:
The procedure specified in clause 13.5 for security mechanism selection between SEPPs provides robustness and future-proofness, e.g. in case new algorithms are introduced in the future.
If PRINS is used on the N32-f interface, one of the following additional transport protection methods should be applied between SEPP and IPX provider for confidentiality and integrity protection: 

-
NDS/IP as specified in TS 33.210 [3] and TS 33.310 [5], or

-
TLS VPN with mutual authention following the profile given in clause 6.2 of TS 33.210 [3] and clause clause 6.1.3a of TS 33.310 [5]. The identities in the end entity certificates shall be used for authentication and policy checks, with the restriction that it shall be compliant with the profile given by HTTP/2 as defined in RFC 7540 [47].
NOTE 1:
Void

NOTE 2:
Void.
13.2
Application layer security on the N32 interface 

13.2.1
General

The internetwork interconnect allows secure communication between service-consuming and a service-producing NFs in different PLMNs. Security is enabled by the Security Edge Protection Proxies of both networks, henceforth called cSEPP and pSEPP respectively. The SEPPs enforce protection policies regarding application layer security thereby ensuring integrity and confidentiality protection for those elements to be protected.

It is assumed that there are interconnect providers between cSEPP and pSEPP. The interconnect provider the cSEPP's operator has a business relationship with is called cIPX, while the interconnect provider the pSEPP's operator has a business relationship with is called pIPX. There could be further interconnect providers in between cIPX and pIPX, but they are assumed to be transparent and simply forward the communication.

The SEPPs use JSON Web Encryption (JWE, specified in RFC 7516 [59]) for protecting messages on the N32 interface, and the IPX providers use JSON Web Signatures (JWS, specified in RFC 7515 [45]) for signing their modifications needed for their mediation services.

For illustration, consider the case where a service-consuming NF sends a message to a service-producing NF. If this communication is across PLMN operators over the N32 interface, as shown in Figure 13.2.1-1 below, the cSEPP receives the message and applies symmetric key based application layer protection, as defined in clause 13.2 of the present document. The resulting JWE object is forwarded to intermediaries. The pIPX and cIPX can offer services that require modifications of the messages transported over the interconnect (N32) interface. These modifications are appended to the message as digitally signed JWS objects which contain the desired changes. The pSEPP, which receives the message from pIPX, validates the JWE object, extracts the original message sent by the NF, validates the signature in the JWS object and applies patches corresponding to the modifications by intermediaries. The pSEPP then forwards the message to the destination NF.
The N32 interface consists of: 

-
N32-c connection, for management of the N32 interface, and

-
N32-f connection, for sending of JWE and JWS protected messages between the SEPPs.

The application layer security protocol for the N32 interface described in clause 13.2 of the present document is called PRINS.
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Figure 13.2.1-1: Overview of PRINS
�Format yyyy-MM-dd.


�Key for 5G roaming security is that there is PLMN-to-PLMN security and that the PLMN operator is fully responsible and accountable for all security aspects on this connection. If a SEPP is operated by an IPX provider, it is the decision by the PLMN operator. The PLMN operator contracts with the IPX provider to run the SEPP on the operator’s behalf. It is important to convey this message. Thus, I’d leave the original text here in the definition and tackle this aspect in clause 4.2.1.





�Please be precise in using terms.


“IPX” is the network that connects PLMNs globally.


The entity that connects the PLMN to the IPX and that may be hosting the SEPP on behalf of the PLMN operator is the “IPX provider”. Elsewhere in 33.501, it is called “IPX entity”, which is also fine. 


This is to be changed for all occurrences in the document.


�This is unclear.





If the SEPP is operated by the IPX provider, this is done for the sake of outsourcing the SEPP. In such a case, the PLMN operator does not want to spend the effort for deploying and operating a SEPP. The IPX provider operates the SEPP on belaf of the PLMN operator. With that move, the IPX provider also has the obligation to do that in a secure way. 





It may be that a physical SEPP at an IPX provider is used for multiple PLMNs. In such a case, it needs to be ensured logically, that there is isolation of the SEPPs and clear attribution of each SEPP instance to a particular PLMN.





The whole new text should be moved towards the end of clause 5.9.3.2. It is not related to the core functionality of the SEPP and is therefore not placed correctly. 





�This may need updating


�Is the plan to allow chained SEPPs? 


Should the PLMNs and the IPX entity have SEPPS. Would there be hop-by-hop security?





This is not useful:


 SEPP is usually outsourced to minimise effort for the PLMN operator. If there is another SEPP-to-SEPP communication between PLMN and IPX entity, there is no gain.


 It is not SA3’s intention to allow for hop-by-hop security (i.e. chained SEPPs). This would significantly lower interconnect security.





��In general, this should be written in a way that the default is that the SEPP is within the PLMN. So, we should assume that it’s the PLMN’s SEPP when we talk about SEPPs in general.


There is the option for operators to outsource the SEPP, if they desire. We should just explain this and add requirements at the right spots. This is done with the above changes in this CR. 


We’d refrain from adding IPX entities as alternatives for SEPP owners in this document. 


If there is the need to clarify this in order to avoid confusion or lack of clarity, the above text in clause 4 should state that in a note. 
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