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1
Decision/action requested

Comparision of candidate solutions for 3GPP TR 33.846. 
2
References
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Rationale

In order to ease discussions to agree on conclusions for 3GPP TR 33.846 [1], this contribution proposes a comparison of the candidate solutions, taking into account UE impacts, network impacts and addressed key issues. 
There is no solution proposed for key issues #1.X, #3.2, and 3.2, as shown in Table 6.0-1 "Mapping of solutions to key issues" in clause 6.0 of 3GPP TR 33.846 [1]. Consequently, the comparison table below takes into account only Key Issues #2.1, #2.2, and #4.1. 
Comparison table

	
	UE

impacts
	Network impacts
	Key Issues addressed

	Solutions
	
	AMF/

SEAF
	UDM/

ARPF
	#2.1
	#2.2
	#4.1

	Solutions for resilience against identifier linkability
	

	#2.1: Handling of Sync failure by AUTS encryption
	ME
	X
	X
	X
	
	X

	#2.2: Encryption of authentication failure message types by UE with new keys derived from K_AUSF
	Probably ME
	X
	X
	X
	
	X

	#2.3: Unified authentication response message by UE
	USIM 
	X
	X
	X
	
	

	#2.4:  MAC-S based solution
	USIM
	X
	X
	X
	
	X

	#2.5: Encryption of authentication failure message with SUCI method
	USIM or ME
	X
	X
	
	X
	

	#2.6: Certificate based encryption of unicast NAS message
	USIM and ME
	X
	X
	X
	
	X

	Solutions on re-synchronisation in AKA
	

	#4.1: Using MACS as freshness in the calculation of AK
	USIM
	
	X
	
	
	X

	#4.2: Using symmetric encryption function to protect SQN during a re-synchronisation procedure in AKA
	USIM
	
	X
	
	
	X

	#4.3: SQN protection by concealment with SUPI in USIM
	USIM
	
	X
	X
	X
	X

	#4.4: SQN protection during re-synchronisation procedure in AKA
	USIM and ME
	
	X
	
	
	X


4
Detailed proposal

It is proposed that SA3 takes into account those information before concluding and documents the risk of the attacks mentioned in the key issues.
**************** START OF CHANGES
7
Conclusions

Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.

7.0
Overall evaluation aspects
7.0.1
Assessment of attack risk 
Editor’s note: This clause should provide for all KIs addressed a clear statement (in a condensed way) on the security threat, i.e. the likelihood of the attack to happen under which conditions, level of severity.
	
	Security threats 
	Comments

(e.g likelihood, level of severity)

	Key Issues 
	
	

	Key Issue #2.1
	
	

	Key Issue #2.2
	
	

	
	
	


7.0.2
Impact of solutions
Table: Comparison table of UE and network impacts per solution
	
	UE impacts
	Network impacts
	comments

	Solutions
	
	AMF/

SEAF
	UDM/

ARPF
	

	Solutions for resilience against identifier linkability
	
	
	
	

	#2.1: Handling of Sync failure by AUTS encryption
	ME
	X
	X
	

	#2.2: Encryption of authentication failure message types by UE with new keys derived from K_AUSF
	Probably ME
	X
	X
	

	#2.3: Unified authentication response message by UE
	USIM 
	X
	X
	

	#2.4:  MAC-S based solution
	USIM
	X
	X
	

	#2.5: Encryption of authentication failure message with SUCI method
	USIM or ME
	X
	X
	

	#2.6: Certificate based encryption of unicast NAS message
	USIM and ME
	X
	X
	

	Solutions on re-synchronisation in AKA
	
	
	
	

	#4.1: Using MACS as freshness in the calculation of AK
	USIM
	
	X
	

	#4.2: Using symmetric encryption function to protect SQN during a re-synchronisation procedure in AKA
	USIM
	
	X
	

	#4.3: SQN protection by concealment with SUPI in USIM
	USIM
	
	X
	

	#4.4: SQN protection during re-synchronisation procedure in AKA
	USIM and ME
	
	X
	


NOTE: A mapping table on which solution is addressing which key issue is provided in clause 6.0.


7.3.1
Conclusion on key issue #3.1
No normative work is needed for the key issue #3.1.
**************** END OF CHANGES 

