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1
Decision/action requested

This pCR is for apporval
2
References

none

3
Rationale

a) It is not clear whether legacy MMEs will copy the proposed codepoint from NAS signalling into S1-AP signalling.

b) The existing solution might not be sufficient for inter-operability testing issues. The additional use of UE Radio Access Capbilities is suggested. 
4
Detailed proposal

It is proposed to make the following revision marked changes to TR 33.853 v1.3.0.

#################################    Beginning of Changes ##########################################

6.13
Solution #13: Using existing IEs to signal the UE support of UP IP over UTRA to EPC

6.13.1
Introduction

This solution addresses key issue #2 (Secure negotiation of integrity protection support in EPS). 

This solution only impacts the UE and the eNB.

Editors Note: it is FFS whether an unmodified MME will copy the proposed new bit from the NAS signalling into the S1-AP signalling.
6.13.2
Network options affected

This solution is applicable to the following network options:

- 
Option 1 - eUTRA with EPC

- 
Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT

6.13.3
Solution description

The solution is to use one of the bits that is used to indicate support of an EEA or EIA algorithm that is currently not used in the UE network capability IE and UE Security Capability IE (see clauses 9.9.3.34 and 9.9.3.36 of TS 24.301 [11] respectively) to indicate that the UE supports user plane integrity protection with an eNB. 

This information element is already protected to the core network in NAS signalling and also replayed to the UE to ensure Man-in-the-middle attacks are avoided. It is also already signalled to the RAN nodes so would require no additional signalling. 

6.13.4
Solution evaluation

This solution meets the security requirement for key issue #2 and only impacts the UE and the eNB as it reuses the existing NAS signalling and the information element in a secure manner to indicate UE's support of user plane integrity protection over eUTRA to the network.

The use of “one bit” for “UPIP support over eUTRA” rather “one bit per integrity protection algorithm” means that the UE needs to implement UP IP for all algorithms that it supports. The use of one bit per algorithm would allow UP IP support to be added on a per algorithm basis. Having only one bit for “UPIP support over eUTRA” could make the inter-operability testing of UPIP difficult for the existing algorithms and (as many operators have different RAN and CN vendors) for future algorithms.  

NOTE: 
This testing issue might be able to be mitigated by combining this “one bit” in NAS signalling with “one bit per algorithm” UPIP support indications within the UE’s Radio Access Capability IE.
#################################    End of Change    ###########################################
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