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1
Decision/action requested

 KI added according to objectives of the SID added.
2
References

 [1]
3GPP TS 
3
Rationale

KI added according to objectives, i.e. copy from SID justification of the objective.

First proposal for threat clause added.
-r1 providing clarifications to KI
4
Detailed proposal

*********  START OF CHANGES
4.X
Key issue #X: End-to-end authentication in indirect communication roaming case
4.X.1
Key issue details

The communication between the NF Service Producer in the home PLMN and the NF Service Consumer in the visited PLMN crosses multiple networks, security domains and trust boundaries. The trust model of the roaming scenario assumes the presence of the Security Edge Protection Proxy (SEPP) at the edge of the home PLMN and visited PLMN networks. In this trust model, for example, SEPP in the visited PLMN ensures the authenticity of the local NF Service Consumer before proxying its request to the remote SEPP in the HPLMN. Similarly, SEPP in the HPLMN ensures the authenticity of the NF Service Producer responding to the NF Service Consumer in the visited PLMN. In addition, a trust relationship between the visited PLMN SEPP and the home PLMN SEPP exist via SLA and is ensured via secure TLS connection with certificate-based authentication.
With the introduction of SCP in indirect communication between NF Service Consumer and NF Service Producer the trust model has become more complex. Within one PLMN CCA was introduced to enable End to End authentication. As stated in the clause 13.3.8 the CCA cannot be used in the roaming case, as the NF Service Producer in the home PLMN will not be able to verify the signature of the NF Service Consumer in the visited PLMN unless cross-certification process is established between the two PLMNs through one of the mechanisms specified in TS 33.310. In the case of roaming, the security issues introduced to the indirect communication increases, due to the presence of SCPs in both the PLMNs.
This key issue studies the impact of indirect communication for end-to-end authentication between NF Service Producer or NRF in one PLMN and NF Service Consumer in the other PLMN and the need to verify authenticity of the access token request and proof procession for access token. The key issue will evaluate the complexity such a security mechanism brings into the system against the security threat the solution mitigates.
4.X.2
Security threats 
If the NF Service Producer in the home PLMN cannot authenticate the NF Service Consumer in the visited PLMN, it can provide the service response to an unauthorized NF Service Consumer.
4.X.3
Potential security requirements

TBD

*********  END OF CHANGES

