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*********  START OF CHANGES

Introduction

3GPP Release 15 introduced a service-based representation of the 5G core network for the very first time. This so-called Service Based Architecture (SBA) has fundamental impacts on the way new services are created and how the individual Network Functions (NF) communicate. A more open and adaptable system design necessitated to study different approaches to enforce the security requirements of 3GPP systems, whilst not impeding flexible service creation and future innovations. Along with these architectural challenges, SBA further introduced changes to the protocol stack and serialization format of the 5G core network.
Rel-15 was set on providing solutions for authentication and authorization in direct communication scenarios as well as the N32 security. 

Rel-16 focus was set on indirect communication scenarios and introduced the concept of Client Credential Assertion to allow NRF/NF Service Producer to directly authenticate a NF consumer. 

While Rel-16 SBA provides a good level of security, several aspects have been identified for further study in Rel-17 and are documented by the present document. 
*********  END OF CHANGES

