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1
Decision/action requested

 KI added according to objectives of the SID added.
2
References

 [1]
3GPP TS 
3
Rationale

Key issue on verification of URI in subscription and notification is proposed according to objectives of the SID added.
The new key issue is mainly copied from TR 33.855 for simplicity.
4
Detailed proposal

It is proposed to approve the following changes.
*********  START OF CHANGES
4.X.1
Key Issue #X: Service access authorization in the delegated "Subscribe-Notify" scenarios

4.X.1
Key issue details
"Subscribe-Notify" Service specified in TS 23.501, clause 7.1.2, allows one NF (e.g. NF_A) to subscribe the service of NF producer (e.g. NF_B) on behalf of another NF (NF_C). The notification URI in the subscribe request message belongs to NF_C which means that the NF_C will receive the notification message even though the subscribe request is sent by NF_A. The access token defined in SA3 currently cannot be reused directly for this delegated "Subscribe-Notify" scenario, since the subject part of the generated token only includes the instance ID of the NF_A. 
For instance, as defined in TS 23.502 clause 4.15.3.2.2, UDM could send subscribe request including the UDM URI and NEF URI to the AMF to subscribe service on behalf of the NEF, i.e. Namf_EventExposure_subscribe request. If the monitored event occurs, the AMF will send the event report to the associated notification URI endpoint of the NEF. Here the location report of the UE may be leak to unauthorized NEFs without any URI authorization. 
This key issue seeks for solutions on how to verify the URI of the subscribe message in the delegated "Subscribe-Notify" scenarios by the NF service producer, since otherwise notification messages could be forwarded to a NF, which is not authorized to receive the notification message.
4.X.2
Security threats

If there is no specific authorization mechanism for the URI of the subscribe message in the delegated "Subscribe-Notify" scenario by the NF service producer, NF_B may forward the notification message including sensitive information (e.g. location report) to an unauthorized network function.
4.X.3
Potential security requirements

The NF service producer shall be able to authorize the URI of the subscribe message in the delegated "Subscribe-Notify" scenarios.
*********  END OF CHANGES

