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***	BEGIN CHANGES	***
[bookmark: _Toc26887068][bookmark: _Toc19783284]G.2.4.2		Exposure of confidential IEs in N32-f message
-	Threat name: Exposure of confidential IEs in N32-f message.
-	Threat Category: Information Disclosure.
[bookmark: _GoBack]-	Threat Description: the following behaviours may lead to exposure of confidential IEs in N32-message, which can result in information disclosure:
-	▪	if the SEPP does not correctly replace the cleartext representations of information elements requiring encryption with the value " encBlockIdx NULL" and creates JSON patches in the dataToIntegrityProtectAndCipher object containing the encrypted values respectively, there is the threat that the sensitive information in original N32-f messages may be exposed to IPX providers in the path or any other parties eavesdropping on the connection between roaming partners.
-	▪	if the SEPP does not correctly apply the basic validation rule and verify that an intermediate IPX has not inserted an IE requiring encryption at a different location in a JSON object, there is the threat that a misbehaving or compromised intermediate IPX can copy the encrypted IE into a cleartext IE in a request. Then the receiving SEPP decrypts the encrypted IE and puts its value into the cleartext IE field, resulting in the confidential IEs in N32-f message being exposed in the clear.
-	Threatened Asset: SEPP Application, Service Messages to be sent/received over N32.


**	END OF CHANGES	***

