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1
Decision/action requested

This contribution proposes a new KI for FS_eNPN_SEC.
2
References

[1]  3GPP TR 23.700-07: "Study on enhanced support of non-public networks (Release 17)"

3
Rationale

This pCR proposes to add a new key issue on service authorization in eNPN.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.857.
*** BEGIN OF CHANGE ***
5.x
Key Issue #x Roaming-related security mechanisms for SNPNs
5.x.1
Key issue details

SA2 has defined roaming architecture to support SNPN along with credentials owned by an entity separation from SNPN in [2]. It needs to be studied whether and how security mechanisms related to roaming between PLMN are applicable for the roaming scenario between SNPN and SNPN/PLMN.

In current roaming architecture for PLMN, access token is a requirement for a NF in PLMN1 to access the services provided by a NF in PLMN2.  This key issue proposes to study how current access token mechanism can be applied for SNPN when a NF consumer in a SNPN access the NF producer  belonging to another SNPN/PLMN. 

Note: exsiting service authorization mechnsim for PLMN roaming architecture shall be re-used as much as possible. 
5.x.2
Security threats

Without authorization in place for the roaming scenario, an unauthorized NF consumer in a SNPN can access an NF producer in another SNPN/PLMN.

5.x.3
Potential security requirements

Service authorization shall be supported for the roaming architecture between SNPN and SNPN/PLMN.
*** END OF CHANGE ***



