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1
Decision/action requested

This contribution proposes a solution to botnet terminal detection
2
References

[1]
 3GPP TS 23.288 Architecture enhancements for 5G System (5GS) to support network data analytics services
3
Rationale

This contribution proposes a solution to botnet terminal detection.
4
Detailed proposal

*************** Start of 1st Change ****************
6.X
Solution #X Solution to botnet terminal detection
6.X.1
Introduction

This solution aims at addressing Key Issue #2.1 Cyber-attacks detection supported by NWDAF.   
Among massive cellular IoT terminals, a large proportion of them have security risks such as weak passwords, vulnerabilities and etc. They are easily invaded and controlled by attackers, then become botnet terminals, form large-scale IoT botnet and launch DDoS attacks. Zombie terminals have become one of the main threats to IoT security.
6.X.2
Solution details

Since most cellular IoT terminals have fixed communication objects and have a fixed IP address list (indicating which terminal it can communicate with), when CIoT terminals are about to become or have become botnet terminals, they will inevitably communicate with the host of the botnet. Since the address of botnet bost is not in the legal IP address list, if NWDAF found a cellular Internet of Things terminal communicates with an unexpected destination address and also detect other deviations from UE expected behaviors simultaneously (including scheduled communication time, scheduled communication type, battery indication, traffic profile), it is most likely to be controlled by the botnet master. Following figure shows the proposed procedure to detect botnet terminals. 
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1. AF (eg. CIoT terminal management platform) subscribes/requests NEF analytics exposure service with UE expected IP address list. 
Note: The list of expected IP addresses should have already store in AF in advance.
2. NEF saves UE expected IP address list into UE expected behaviors using its Provision Capability (see TS23.501 clause 5.20). 
(EN: UE expected IP address list is the new parameter of UE expected behavior.)
3. NEF subscribes or request NWDAF Analytics Exposure service. If NEF received UE expected IP address list from AF, NEF sets the Analytics ID to Abnormal behaviour and sets Exception ID to Botnet terminal by default.
(EN: Botnet terminal is the new parameter of Exception ID)
4. NWDAF subscribe/request AMF/SMF EventExposure service to collect UE-related data. 
Note: See 3GPP TS 23.502[x] 4.15.6.3 about the UE-related data collected by AMF/SMF
EN:  How to obtain destination address is FFS.
5. NWDAF analyzes UE behavior. if NWDAF found a cellular Internet of Things terminal communicates with an unexpected destination address and also detect other deviations from UE expected behaviors simultaneously (including scheduled communication time, scheduled communication type, battery indication, traffic profile), it is most likely to be controlled by the botnet master.

6.  NWDAF informs AMF/SMF to take action.

6.X.3
Evaluation

TBD
*************** Start of 2nd Change ****************
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