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1
Decision/action requested

Proposal to update clause 5.2.5.5.7.
2
References

[1]
3GPP TR 33.818 v0.9.2.

3
Rationale

This test case is optional when the VNF and VNFM belongs to the same VNF vendor.  If the VNF and VNFM belongs to the same VNF vendor and the interface between VNF and VNFM is  proprietary interface, thus the API level authorization is not needed. 
4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to 3GPP TR 33.818 [1].

   *** START of CHANGE ***

5.2.5.5.7
Potential security functional requirements deriving from virtualisation and related test cases

5.2.5.5.7.1
Potential security functional requirements on GVNP lifecycle management
Editor's Note: GVNP lifecycle management discussed in this clause is different from the product lifecycle management processes in clause 6. The difference between them is to be added.

Requirement Name: GVNP lifecycle management security
Requirement Description:

1) VNF shall authenticate VNFM when VNFM initiates a communication to VNF.
2) VNF shall be able to establish securely protected connection with the VNFM.

3) VNF shall check whether VNFM has been authorized when VNFM access VNF's API.
4) VNF shall log VNFM's management operations for auditing.
Threat Reference: Threats on interface between 3GPP VNF and VNFM, in clause 5.2.4.2.2.3
Test case: 

Test Name: TC_LIFECYCLE MANAGEMENT SECURITY
Purpose:

1. To test the VNF authenticates VNFM when VNFM initiates a communication to VNF. 
2. To test the VNF establishes secure connection with the VNFM after successful authentication.

3. To test the VNF check whether VNFM has been authorized when VNFM access to VNF's API.
4. To check whether VNF logs the lifecycle management operations from VNFM.

Procedure and execution steps:

Pre-Condition:

1. There is a VNFM (or simulated VNFM) in the test environment. 
2. The VNF vendor's document describes how VNF authenticates/authorizes VNFM. 
Execution Steps

Execute the following steps:

1. The tester triggers the establishment of communication between the VNF and the VNFM.
2. The tester captures the communication between the VNF and the VNFM using a tool (e.g. wireshark).
3. The tester checks whether the VNF authenticates the VNFM or not according to the mechanism described in the vendor's document. For example, the VNF can use HTTPS to communicate with the VNFM, the VNF uses VNFM's certificate for authentication. 
4. The tester checks whether the VNF establishes secure connection with the VNFM after successful authentication. For example, a TLS connection is established after the VNF successfully authenticates the VNFM. 
5. The tester using the VNFM to access the VNF's API and checks whether the VNF authorizes the VNFM or not according to the mechanism described in the vendor's document. For example, VNF can use OAuth2.0 to authorize the VNFM. The VNF uses VNFM's token for authorization. 
6. The tester checks whether the VNF logs the operations from VNFM or not.
Expected Results:

1. Secure communication is established between VNF and VNFM with integrity and confidentiality protection.
2. The VNFM successfully accesses the VNF's API.
3. The VNF logs the operations from VNFM.
Expected format of evidence:

1. Pcap traces contain the authentication and authorization processes.
2. Screenshot contains the logs.

  *** START of CHANGE ***

5.2.5.4
Guidelines for writing test cases

Some general guidelines for writing test cases (e.g. describing test case, verifiability and repeatability of test case etc.) are described in clause 5.2.3.4 of TR 33.916[2]. These general guidelines are also used to guide writing test case of virtualised network product class. 
NOTE: All the test cases in the present document do not apply to the scenarios where the tested interfaces are not standard compliant, e.g. when the VNF and VNFM are provided by the same vendor who has proprietary implementation on the interface between them.
   *** END of CHANGE ***

