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1
Decision/action requested

This pCR proposes additional details and clarifications in Solution #24 in TR 33.809.
2
Detailed proposal
We ask SA3 to kindly consider including additional details and clarifications related to Solution #24 in TR 33.809.
1. The following Editor’s note “Editor's Note: Beamforming is not a compulsory feature. Whether this solution works when a gNB does not use beamforming is FFS” is addressed as follows:
· Beamforming is not a compulsory feature. This means that base stations that do not support beam forming cannot support this solution. 
2. Details are added in Section 6.24.2.3 to improve the detection capabilities when the UE is in CONNECTED mode.
3. It is concluded that this solution addresses the needs in KI#3 in both IDLE and CONNECTED modes.
**** START OF CHANGE 1 ****
6.24
Solution #24: UE&Network-assisted UE avoidance and Network detection of FBS

6.24.1
Introduction

This solution addresses the security requirements in KI #3. According to the informative Annex E of TS 33.501 [7] for UE-assisted network-based detection of false base station, measurement reports sent by the UE can be used to detect a false base station. KI#3 also states that if UEs are using information from genuine base stations belonging to an operator, such guidance information from genuine base stations belonging to the operator network can be trusted to avoid/prevent UEs from connecting to false base stations both in CONNECTED mode and IDLE mode. In particular, the 5G system should be able to:

-
Detect false base stations

-
Employ methods to prevent UEs from connecting to false base stations

This solution describes how to extend Annex E of TS 33.501 to achieve this functionality in KI #3 (in bold) so that UEs avoid FBS both in IDLE and CONNECTED mode. 

The basic idea behind this solution is based on the cell search procedure where a UE has to acquire the synchronization signal block (SSB). SSBs are transmitted in a burst, where different SSB in the burst have a different identifier (SB#) and each SSB is transmitted in a beam in a different direction. The maximum number of SSBs in a SS burst beams depends on the frequency. There are up to 4 SSBs if the frequency is under 3 GHz, up to 8 SSBs if the frequency is between 3 and 6 GHz, and up to 64 SSBs for frequencies higher than 6 GHz. Depending on the relative position of the UE with regard to a base station, the UE will measure a different power level for different beams. The UE will use the beam with the highest received power.
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Figure 6.24.1-1: Example
For instance, in Figure 6.24.1-1, UE2 scans the trustworthy base station (TBS) and receives the highest power from the green beam, the lowest power from the blue beam, and a power level in between the previous two from yellow and red beams. 

Thus, if a UE knows (1) the position and expected radiation pattern (direction of the SB# sent by different beams) of a base station and (2) its own UE location, then the UE can estimate the expected SB# power distribution. Next, the UE can receive the SS burst of the base station and the measured SB# power distribution for the different beams. The UE can correlate both signals, e.g., regarding number of beams or relative powers, to obtain an indication whether the base station is a good one or not. 

For instance, if UE2 in Figure 1 scans the fake base station (FBS), it would receive the highest power levels from the blue and yellow beams and a lower power level from the green and red beams. Then UE2 would have a strong indication that the BS is a fake one since this is not the expected radiation pattern from the trustworthy base station.

A way to see this proposal is to compare it with the operation of an email spam filter: (a) If an attacker writes a targeted phishing email towards a user, the spam filter usually cannot detect it; (b) a spam filter sometimes does not manage to filter out 100 % of the spam. However, spam filters are still very useful since they manage to get rid of most of the spam reducing the impact of attacks. This proposal proposes a solution with similar features. 

-
An attacker might try to focus on a single victim, e.g., UE1 in Figure 1. In this case, UE1 receives the same power pattern from the FBS as it would receive from the trustworthy BS since the attacker is focusing on UE1 in his attack and the attacker has redirected the beams of the FBS so that they have the same radiation pattern as TBS from UE1's location. Even if this targeted attack is feasible, all other UEs in the area will receive the wrong power patter. Thus, this approach reduces the impact of FBS attacks and it can do this already during the cell search procedure, even before the UEs connect to a BS and they are still in RRC_Idle mode. Even if an attacker can launch such a targeted attack towards UE1, UE1 will also realize inconsistencies since there are two base stations with exactly the same radiation pattern. The UE will share this information with the CN following Annex E of TS 33.501. 

-
Real-world experiments, e.g., [27], indicate that the measured SB# power distribution correlates with the expected beam distribution. Thus, this solution will allow the majority of the UEs to "filter out" most FBS very early in the cell search process, i.e., still in IDLE mode, saving resources and improving performance. It is true that due to the wireless propagation features, a UE might measure a slightly different power distribution at some locations, e.g., due to reflections. UEs in those locations might classify a base station as less trustworthy. 

This approach complements the methods in Annex E of TS 33.501.
6.24.2
Solution details

6.24.2.1 
UE Initialization

This solution requires that each UE has some information (INFO_gnb) about surrounding base stations. INFO_gnb includes:

-
amount of SSB beams used by each base station, identified by its Physical Cell Identifier (PCI).

-
(optional) the position of trustworthy base stations as well as the beam orientation (radiation pattern) when transmitting SSBs.

-
(optional) the position of known fake base stations as well as their known radiation pattern, assuming that the network has detected any FBS before.

INFO_gnb can be pre-configured in advance. Alternatively, the first time a UE enters a tracking area, the UE receives base station information (INFO_gnb) for that tracking area from the network. 

The usage of the optional INFO_gnb requires that a UE can obtain its own location.

The distribution of INFO_gnb needs to be done in a secure way. This can be done by using AS security.

During this UE initialization phase, a UE does not have INFO_gnb, thus, the UE cannot discern trustworthy BS from FBS in IDLE mode. As soon as UE goes into connected mode, INFO_gnb is received in a secure way.

6.24.2.2 
UE Operation (IDLE mode)

BASIC CHECK: When a UE in IDLE mode needs to connect to the network, the UE performs cell search, the UE obtains the SSBs of a base station and checks whether the number of SSB beams observed from a base station with a given PCI matches the expected number of beams in INFO_gnb. 

-
If this check does not succeed, the UE returns a low similarity score and goes to Step 4. 

-
If the check succeeds, it returns a high similarity score and goes to Step 3. 

EXTENDED CHECK: If the UE has been provisioned with the optional INFO_gnb data and has access to its own location (e.g., through GPS data), the UE monitors the power level for different beams (PL_measured). Given its own position, and the known position of the base station it is scanning, the UE estimates the expected power level (PL_estimated) that it should measure. The UE can compute the similarity between both signals, PL_measured and PL_estimated, updating the similarity score (SS). For instance, the UE can compute the cross-correlation of the signals to obtain the SS.

For each scanned base station, the UE computes such a similarity score, giving preference to base stations with a high SS when taking the final decision on joining a specific base station. An example of the expected operation is as follows:

-
Example 1: a UE observes two base stations and both of them are supposed to be trustworthy base stations. However, the SS obtained from the base stations are quite different. For BS#1, the SS is positive meaning that the radiation pattern is as expected, but for BS#2 the radiation pattern does not match. Thus, the UE takes the decision to join BS#1. The UE sends measurements to the core network.

6.24.2.3 
UE Operation (CONNECTED mode)

When the UE is in RRC-Connected state, the UE keeps scanning and reading SSBs and measuring the SS. If a UE is connected to a base station, and its SS is low, e.g., when it changes its position, while the SS of other cells are higher, then the UE can take the decision to switch cells. 

Once the UE has joined a base station, the UE provides the network with measurements regarding the measured radiation patterns at certain positions when obtaining the SSB and the computed SS. This information can be used by the network to (i) verify the UE decisions, (ii) centrally identify FBS updating INFO_gnb, or (iii) improve the algorithm to compute SS score. In particular:

· the UE can provide the network with information about the beams that have been used for communication over time, i.e., including beam index and timing. The network can compare this information with the beam indexes that were used by the UE. If these two sets of information differ, then the network can detect the FBS presence.
· the Network configures the UE to do specific CSI measurements and reporting using a protected RRC message. Being protected, the specific CSI instruction to the UE, and measurements report from the UE are only known between the real base station and the UE, not to any MitM. This method is used to detect the presence of a potential FBS.
6.24.2.4 
Network operation

Network initialization: The network is in charge of tracking of the positions of base stations and their radiation patterns. 

(UE in IDLE mode) When a UE enters in a given area, the network is in charge of distributing INFO_gnb to the UE.

(UE in CONNECTED mode) The network collects from the UE information in a secure way about the radiation pattern that a UE observes from different base stations at different locations. This information can be used together with other parameters, by the network to:

-
Verify the computations by the UE,
- 
Detect the presence of FBSs and MitM devices,
-
Estimate the position of FBS,

-
Improve the SS computation algorithm on UE.
6.24.3
Evaluation
This solution supports KI#3 partially, as follows:

· This solution allows UEs to detect FBS both in IDLE and CONNECTED modes.

· During IDLE mode, an attacker might be able to carry out a tailored attack against UEs at a specific area.  Thus, this solution acts as an additional line of defense that allows the majority of the UEs to detect and avoid FBS even before SIB1 is acquired. 
· Beamforming is not a compulsory feature. This means that base stations that do not support beam forming cannot support this solution. 
Editor's Note: Feasibility and effectiveness in a real environment are for FFS.

Editor's Note: RAN needs to evaluate the potential impact.


Editor's Note: The complexity of the storage and management of gNB information on the UE, while the UE is mobile, is FFS.
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