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Decision/action requested

Mapping of solutions to key issues
2
References

[1]
3GPP TS 33-875
3
Rationale

There is an ongoing debate on NRF management procedures and the related security mechanisms used. This contribution is an attempt to capture the discussion and prepare the necessary updates to 33.501 and related specifications
4
Detailed proposal

*********** START OF CHANGES
5.X
Key issue #X: NRF service management 

5.X.1
Key issue details

Every 5GC NF, if acting as a NF Service Producer to another NF, is at the same time a NF Service Consumer when registering its profile with NRF by using Nnrf_NFManagement service.
The following text is related to this topic in 33.501 [X]:
OAuth 2.0 roles, as defined in clause 1.1 of RFC 6749 [43], are as follows:

a.
The Network Repository Function (NRF) shall be the OAuth 2.0 Authorization server.

b.
The NF Service Consumer shall be the OAuth 2.0 client.

c.
The NF Service Producer shall be the OAuth 2.0 resource server.

OAuth 2.0 client (NF Service Consumer) registration with the OAuth 2.0 authorization server (NRF)

The NF Service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], shall be used to register the OAuth 2.0 client (NF Service Consumer) with the OAuth 2.0 Authorization server (NRF), as described in clause 2.0 of RFC 6749 [43]. The client id, used during OAuth 2.0 registration, shall be the NF Instance Id of the NF.

OAuth 2.0 resource server (NF Service Producer) registration with the OAuth 2.0 authorization server (NRF)

The NF Service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], shall be used to register the OAuth 2.0 resource server (NF Service Producer) with the OAuth 2.0 Authorization server (NRF). The NF Service Producer, as part of its NF profile, may include "additional scope" information related to the allowed service operations and resources per NF Service Consumer type.

The statement related to OAuth 2.0 client (NF Service Consumer) has been included in TS 33.501 [X], but the NF Service registration procedure does not quite address the requirements of OAuth 2.0 client registration for token-based authorization in the service-based architecture. There are several reasons:

1.
OAuth 2.0 clients in the service-based architecture are NF Service Consumers. However, Service Consumers do not necessarily use the NF Service registration procedure provided by the NRF that is intended for NF Service Producers. Of course, in practice many network functions are both consumers and producers, but this is not necessarily the case.
2.
The NF profile that NFs register during the NF Service registration was specified mainly for the purposes of NF Service Producer registration. It is not described e.g. which information elements in the NF profile are relevant for token-based authorization or how to maintain the NF profile as equivalent to an OAuth 2.0 client registration.

3.
It is not clearly described how the NRF (authorization server) can verify the information in the NF profile. At SA3#101-e, it was agreed [2] that "[t]he NRF may verify the input parameters (e.g., NF type) in the access token request match with the corresponding ones in the public key certificate of the NF service consumer or that in the NF profile of the NF service consumer." This is a step in the right direction, but currently it is not explained in a systematic way how the NRF can verify the information about the OAuth 2.0 client (NF Service Consumer) that it needs to decide whether to grant an access token or not. 

The issue exists from Rel-15 on. 
This key issue further discusses in which release and how the problem should be addressed.
NOTE: Currently it is optional for the NRF to use token-based authorization for its discovery and management services. There are re-occurring questions whether optionality is sufficient. Resolving this key issue could help resolving these questions.
5.X.2
Security threats

Editor's note: maybe not applicable.
5.X.3
Potential security requirements

Editor's note: maybe not applicable.
*********** END OF CHANGES
