
3GPP TSG-SA3 Meeting #102Bis-e 
rev 1 - S3-211154
e-meeting, 1 - 5 March 2021










Revision of S3-20xxxx
Source:
Vodafone
Title:
pCR to 33.809 - addition of new key issue on false detections
Document for:
Approval

Agenda Item:
2.1
1
Decision/action requested

Approve this pCR for inclusion to TR33.809
2
Rationale

The current TR 33.809 does not adequately cover the customer impacts of false positive detections of a false base station.
4
Detailed proposal

***************************       START of Change    **********************************
5.x
Key Issue #x: Impact of UE actions due to false positives
5.x.1
Key issue details

Using fixed rules for UE actions upon the detection of False Base stations by the UE can lead to:

- unintended outages due to a configuration error such as the expiry of a public key certificate or shared cells being signed by the wrong key.
- failure to attract a roaming customer due to the UE being unable to acquire the correct keys in time when roaming to a new network.

- failure to verify a base station's validity due to a network error.
- failure to select a cell due to an attacker previously mimicking that cell with false credentials.

It is likely that over the course of several years, one or more the above issues will occur in some networks.

If the UE just automatically blocks a detected false base station cell, then the risks of implementing this feature will outweigh the benefits.

For some customers, prioritising coverage over False Base stations is the appropriate course of action.

For other customers, prioritising false base Station threats over coverage is the appropriate course of action.

5.x.2
Security Threats

A denial of service can occur when:

- a UE is performing the false base station detection

- when the UE automatically bars cells that it has identified as being false

- and that detection is incorrect due to error.
Depending on the solution this threat may be relatively likely (e.g. due to the expiry of a certificate for Public Key based solutions).

For Some customers attaching to a False Base station as a last resort is acceptable and for others it will not be.

5.x.3
Potential Requirements

The UE shall support and may be configured to accept detected false base stations as the lowest priority cells.
The UE shall support and may be configured not to accept detected false base stations as valid cells.




