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1
Decision/action requested

Evaluation of solution #2.2.
2
References

[1]
3GPP TR 33.846 v0.10.0


3
Rationale

This contribution aims to address complete the evaluation of solution #2.2. 

The evalution should keep track of the clarification given at the end of step 2 in clause 6.2.2.2: The authentication failure message for the first UE registration is left unencrypted, i.e.  the initial value of KAUSF is set to zero.
	Scenario
	Topic
	Issue with solution 

	Case 1
	SUPI included in Authentication response


	Issue 1: SUPI was never included before and it is newly proposed to include SUPI in Authentication response message. SUPI is never sent over the air in clear or in a format that is easy for the attacker to retrieve SUPI (Sent always only with concealment using ECIES as SUCI). But with this proposal, SUPI is concealed and sent using new encryption key KE, which makes the attacker easier to get the SUPI even though it is encrypted. 

Reason: KE is encryption key which is proposed in the solution and calculated from KAUSF, RAND, length of RAND, fixed string and length of a fixed string (KE=KDF (KAUSF, RAND || length of RAND‖"Encryption Key"‖ Length of "Encryption Key")).  KAUSF is zero for first UE Authentication failure message as described in solution. 

If KAUSF is zero, RAND is known value (in clear) received along with AUTN, rest of the parameters (not secret information) proposed is also known to attacker. With all these known parameters, KE can be generated by attacker or anyone. SUPI can be easily retrieved from the Authentication response with generated KE.


4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to 3GPP TR 33.846 [1].

*** START of CHANGE ***
6.2.3.2
Solution details

The authentication response message shall have the uniform format to protect the user privacy. 
SUPI could lead to linkability attacks: The authentication failure message for the first UE registration is left unencrypted or weaker encryption, i.e.  the initial value of KAUSF is set to zero. Because a weaker encryption key KE is used to conceal SUPI, it could make it easier for the attacker to get the SUPI by cryptoanalysis. This is, because KE can be generated by anyone, if KAUSF is zero, since RAND is known value (in clear) received along with AUTN and the rest of the parameters is no secret information.
*** END of CHANGE ***
