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1
Decision/action requested

It is proposed to key issue #3 with potential security requirements.
2
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3
Rationale

There is the following editor’s note in key issue #3:

Editor's Note: FFS if security consistency between two legs is needed.



· 
· 
· 
It is proposed to resolve the editor’s note in key issue #3 in the study in [1].
4
Detailed proposal

It is proposed to update key issue #3 in the study in [1].

**** START OF CHANGES ****
5.3
Key Issue #3: Protection of UE-UE TSC communication
5.3.1
Key issue details 

KI#2 from TR 23.700-20 [4] aims to address UE-UE TSC communication if the network determines that the two UE(s) (including two DS-TT(s) within the same UE) are served by the same UPF. In the candidate solutions, one or more SMFs are used to handle the UE-UE communication. The security protection for the two legs may be determined by the same or different SMFs. 
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Figure 5.3.1: UE-UE TSC communication
NOTE: In the above figure, the two UEs can be served by a single NG-AN node or two different NG-AN nodes.
5.3.2
Security threats

If the security protection for the one leg or two legs lacks confidentiality, integrity and replay protection, it will be possible for an attacker to eavesdrop, modify data and replay packets. UE-UE TSC communication is vulnerable to several attacks. For example: 

-
Spoofing: A malicious node may attempt to deceive a receiver by sending fake messages. These spoofed messages may lead the receiver to perform the unexpected actions.

-
Replay attack: an attacker eavesdrops on the UE-UE TSC communication, intercepts it, and then fraudulently delays or resends it to misdirect the receiving UE.

-
DoS attacks: an attacker may spoof UE through modifying data to prevent (g)PTP communication (DoS). 
5.3.3
Potential security requirements

Confidentiality protection and integrity protection of user plane data over the air between UE1 and gNB and between UE2 and gNB shall be supported. 




**** END OF CHANGES ****
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