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1
Decision/action requested

This contribution proposes a resolution for the remaining Editor Note in solution #4.
2
References

[1]
S3-210780 - TR 33.857 v0.4.0
3
Rationale

This contribution proposes a resolution of the following Editor’s note in [1] for Solution #4:

Editor’s Note: In case EAP authentication credentials are stored in USIM, USIM impact is FFS.
When legacy AAA server is used, the UE needs to know that the KAUSF needs to be derived from the MSK instead of EMSK. Solution #4 proposes that this be achieved based on UE configuration, i.e. the EAP layer of the UE is configured to derive the KAUSF from the MSK instead of deriving it from the EMSK.

If the credentials used for non-AKA based authentication method are stored in USIM (which is allowed per TS 33.501 for SNPNs, however, such realizations are outside the scope of 3GPP), then the EAP layer needs to terminate in the USIM as well (otherwise, the purpose of using USIM for credential storage is defeated as there is no security benefit in using the USIM). Therefore, the EAP layer in the USIM can also be configured to indicate that the USIM needs to use MSK instead of EMSK to derive the KAUSF. The USIM then needs to provide the KAUSF to the NAS layer of the UE. 
Therefore, the Editor’s note can be deleted. 
4
Detailed proposal

SA3 is kindly requested to approve the below pCR to [1].
***
BEGINNING OF CHANGES ***

6.4.3
System impact

This solution has no UE impacts expect when an EAP authentication is used with a legacy AAA server, in which case, the UE needs to derive KSEAF from MSK instead of KAUSF. Therefore, when legacy AAA server is used, the UE needs to know that KSEAF is derived from KAUSF/MSK instead of KAUSF/EMSK. This is achieved based on UE configuration (e.g., as part of provisioning the UE with the credentials necessary for performing the EAP authentication with the legacy AAA server), i.e. the EAP layer of the UE is configured to derive the KAUSF from the MSK instead of deriving it from the EMSK. The UE then derives KSEAF from the KAUSF as already defined in TS 33.501.
This solution assumes that the EAP layer of the UE has access to the credentials used for EAP authentication as well as the configuration information indicating the use of MSK for KAUSF derivation when legacy AAA server is used. 
NOTE: Storage of credentials and the MSK based key derivation indication on the UE, as well as the EAP termination point on the UE is outside the scope of this solution.

There are no impacts on the serving network entities (e.g., (R)AN, AMF/SEAF). 

A new AAA proxy function, AUSF*, is introduced in the SNPN network.

***
END OF CHANGES ***
