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1
Decision/action requested

The contribution proposes to resolve some editor’s notes on changing ngKSI in solution #1.
2
References

[1]
3GPP TR 33.864 v0.3.0
[2] 
3GPP TS 23.502 
3
Rationale

There are several Editor’s Notes in solution #1 relating to the changing on ngKSI, they are the following:

Editor's Note: The impact of changing ngKSI is FFS
Editor’s Note: More details on changing the ngKSI and any resulting state changes are needed.
Editor’s Note: How to address context loss resulting from changing ngKSI is FFS
This contribution proposes resolutions for these Editor’s notes based on the below discussion. The reason the solution proposes changing ngKSI is to keep the UE and network aligned on the security context that is in use by the UE. 
In an AMF re-allocation via the RAN, the UE is in effect trying to attempt to register to two consecutive AMFs (i.e. the initial AMF and the target AMF) by only sending one Registration Request message. Of course, the UE is not explicitly aware of this happening. By changing the ngKSI after running a NAS SMC procedure, the initial AMF is keeping the target AMF up to date on the security context being used by the UE. The target AMF (and old AMF if there is an attempt to fetch the MM context by the target AMF) proceeds exactly like a Rel-15 AMF would in processing the (modified) Registration Request. Changing the ngKSI is necessary to avoid possible error cases, e.g. the target AMF thinking that the security context sent by the old AMF is the current one in the UE. In effect the change of ngKSI by the initial AMF is intended to trigger an authentication at the target AMF which resolves any mismatch. The below pCR proposes to capture some of the above details in a NOTE after step 9 in the message flow of the solution and delete the first two Editor’s Notes.
There is no context loss as once the target AMF has authenticated the UE, it can request the MM context from the old AMF by indicating that it has authenticated the UE in a Context Request message (see below extract from step 4 in clause 4.2.2.2.2 of TS 23.502 [2]):

“…  In this case, the old AMF uses either 5G-GUTI and the integrity protected complete Registration request NAS message, or the SUPI and an indication that the UE is validated from the new AMF, to verify integrity protection if the context transfer service operation invocation corresponds to the UE requested. …”

To reflect this in the solution, the figure is change to make the interactions between the UE, target AMF and old AMF less specific and to add to the note after step 10 to capture the lack of context loss in the case of integrity failure of the Registration Request at the old AMF. 
4
Detailed proposal

It is proposed that SA3 approved the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****

6.1.2
Solution details

6.1.2.1
Overview
For AMF re-allocation via the RAN, provided the initial AMF does not send a protected NAS message to the UE then there is no issue in establishing security between the UE and target AMF. This is because the UE will still accept the allowed unprotected messages and the UE and target AMF can agree on security context.

If the initial AMF (the one that received the Registration Request sent by the UE) sends a security protected message to the UE, this protected message causes the UE to drop all subsequent messages that do not pass integrity protection during the current connection. So, if the target AMF does not have the security context currently in use by the UE or a new security context derived from the current security context (e.g., due to KAMF change) then the target AMF will not be able to send a protected message to the UE. Hence the Target AMF cannot complete the registration procedure.

There is a second issue as follows.
If the initial AMF changes the current security context at the UE from the one that was used to protect the registration (e.g. by running an Authentication followed by a NAS SMC procedure), then the target AMF will receive a registration message that is protected with a security context different to one the current one in the UE. This may lead, for example, to integrity check failure of a Registration Accept at the UE if the target AMF protects a Registration Accept with the security context (received from the old AMF) that the UE does not consider the current one. 

The first issue is solved by having some secured signalling from the initial AMF to allow the UE to accept only the limited set of NAS messages that can be processed when received without security before the secure exchange of NAS message has been established (see clause 4.4.4.2 of TS 24.501 [4]). This is not introducing a new state in the UE but utilising an existing state, i.e. the one the UE is in when leaving idle with a security context. 

Editor's Note: Security risk of accepting the unprotected message defined in 4.4.4.2 of TS 24.501 after security activation is FFS
The second issue is resolved by the initial AMF changing the ngKSI in the Registration Request before forwarding the Registration Request to the target AMF. For the case that the target AMF can communicate with the old AMF, this has the effect of the integrity check failure of the Registration Request at the old AMF as the old AMF does not have a security context indicated by ngKSI and consequently an authentication is triggered by the target AMF as it will not have a security context for the UE. 


In the case that the target AMF cannot communicate with the old AMF, then target AMF initiates an authentication with the UE as it does not have a security context for the UE.

6.1.2.2
Message flows

Figure 6.1.2.2-1 provides the message flow for the solution. The flow assumes that an AMF re-allocation will be used and only shows the interactions between AMFs, between UE and AMF and AMF and NG-RAN, e.g. the parts of authentication involving the AUSF etc. in the home network are not shown. 
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Figure 6.1.2.2-1: AMF re-allocation via the RAN 

Step 1:

The UE sends the Registration Request message, that includes an indication that the UE supports the enhanced functionality to allow AMF re-allocation via the RAN as a non-cleartext IE in the case the Registration Request contains a GUTI, to the network which is routed by the NG-RAN node to Initial AMF.

Step 2:

If the Registration Request contains a GUTI and there is a connection between the initial AMF and the old AMF, the initial AMF tries to fetch the UE context from the old AMF.

Step 3:

If the integrity check of the Registration Request message is passed, then old AMF provides the UE context to the initial AMF. In addition, the old AMF may provide the decrypted Registration Request message to the initial AMF. 

NOTE 1:
Providing the decrypted Registration Request message to the initial AMF is an optimization that can save messages, i.e. it is not necessary for the procedure to work. Whether this is sufficiently useful to include is part of the evaluation of the solution.

If the Registration Request message contained a SUCI, then steps 5 and 6 are mandatory. If the initial AMF has received the decrypted Registration Request message from the old AMF or can decrypt a protected Registration Request, then the steps 4 to 6 are optional. Otherwise the initial AMF needs to identify the UE and steps 4 to 6 are mandatory. 

Step 4:

The initial AMF send and Identity Request to the UE and receives the UE’s SUCI in response.

Step 5:

Initial AMF trigger and complete an authentication run with the UE.

Step 6:

Initial AMF runs the NAS SMC procedure with the UE. [Option-1] As part of the NAS Security Mode Command messages, the AMF indicates to the UE to respond with a protected NAS Security Mode Complete message and then behave as though the secure exchange of NAS messages has not been established, e.g. accept the small set of NAS message given in clause 4.4.4.2 of TS 24.501 [4] as being acceptable to receive without integrity protection. The initial AMF obtains the complete Registration Request message, which contains the indication that the UE supports the enhanced functionality to allow AMF re-allocation via the RAN as a non-cleartext IE. 

Editor’s Note: It is FFS how and if the Initial AMF determines whether an AMF re-allocation is needed in Step 6a.

NOTE 2:
Only one of [Option-1] in above step or [Option-2] in step 8 needs to be standardised. The choice between these options is FFS.

Step 7:

From the complete Registration Request message (obtained in step 3 or 6), the initial AMF determines that the UE needs to be re-allocated to the target AMF via the RAN.

Step 8:

[Option-2] The initial AMF send the UE an integrity protected message to inform the UE to act as though the secure exchange of NAS messages has not been established, e.g. accept the small set of NAS message given in clause 4.4.4.2 of TS 24.501 [4] as being acceptable to receive without integrity protection.

NOTE 3:
Which message this is and whether to use this approach or [Option-1] (see NOTE 2) is FFS.

Step 9:

If the initial AMF changed the security context from the one that the UE used to protect the Registration Request message, the initial AMF shall change the ngKSI in the received Registration Request in step 1. The AMF forwards the (possibly with the changed ngKSI) Registration Request to the target AMF vis the RAN.
NOTE 3a: Changing the ngKSI does not change the state of either the UE or any of the involved AMFs. The reason for doing it is to keep the UE and target/old AMF up to date on the security context being used by the UE to avoid possible errors, e.g. the target AMF thinking that the security context sent by the old AMF is the current one in the UE. The initial AMF can change the ngKSI to any value to enforce a context retrieval failure at the target AMF.

Step 10:
The target AMF completes the registration procedure with the UE, e.g. if it cannot get the context from the old AMF it runs its own authentication. 

NOTE 4:
Any attempt to fetch the context from the old AMF using the Registration Request will fail if the initial AMF changed the ngKSI in the Registration Request before forwarding it to the target AMF (via the RAN). This causes no loss of MM context as these can be fetched from the old AMF using SUPI once the UE has been authenticated (see clause 4.2.2.2.2 of TS 23.502 [2]).

**** END OF CHANGES ****
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